Tutorial
Step by Step
TCP Over HTTP Tunnel




3 TCP Over HTTP Tunnel =

Arguive Cenfiguragde  Ajuda
GET ﬂ,}| TCP Over HTTP Tunnel v10.0
Free for Everyone in Everywhere!
Header: |(www.example.com/ (2]
Servidor |123.456.789.123  (3) . 180 (4)
Target: |127.0.0.1 [5) : (443 (6)
Keyword: |+ (7)
Listen: 8088 (8)

Clique ern Ativar, vocé pode fechar para esconder a janela.
Para desativar clique em 5air no icone de notificacdo.

config.cfg Created by: ©thegrapevine

Ativar

(1) - Method: Select the HTTP method currently allowed on your mobile operator. The most accepted method is GET. If your mobile
operator is allowing the POST method, select it because it is faster than the others.

(2) - Header: Enter the URL of your mobile operator that is allowing the connection. Example: The headers that work in this program
are the same inserted in android applications as: Webtunnel, Anonytun, StarkVPN.

(3) - Server: Enter the address of the server that has the .py script installed and running.

(4) - Server Port: Enter the server port where you have the .py script installed and running. This port must be allowed by your mobile
operator: Example: 80, 8080, 8799, 1328. Usually mobile operators use these ports as a proxy.

(5) - Target (Port - Forwarding): Enter the address of the SSH or VPN that you want to connect. Your server will redirect to it.

(6) - Port (Port - Forwarding): Enter the port of the SSH or VPN that you want to connect to. Example: 443, 22.

(7) - Keyword (Renamed to “Password” in version 11.0) (Optional): Optional Target Password that prevents others from using your
server without your permission.

(8) - Listen: Local port of your program.
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CONFIGURING THE SERVER:

S TCP Over HTTP Tunnel - &
Arquive Configuragdo  Ajuda

GET — TCP Ower HTTP Tunnel vi.0

Free for Everyone in Everywhere!

Header:

Servidar: : |80 ‘

Target: 3

Keyword:

Listen:

Clique emn Ativar, vocé pode fechar para esconder a janela.
Para desativar clique em 5air no icone de notificacdo.

config.cfg Created by: ©thegrapevine

Ativar

¢ TCP Over HTTP Tunnel consists of a client side and a server side. In order to use it you must install the server side in your VPS.
¢ To create the server-side .py install script in your VPS, first fill the TCP Over HTTP Tunnel with the Server Port.

¢ This port must be allowed by your mobile operator: Example: 80, 8080, 8799, 1328. Mobile operators usually use these ports
as a proxy.

¢ If you are using this port as a squid proxy on your vps, please disable it in the squid proxy so you can use it only with the TCP
Over HTTP Tunnel.




CONFIGURING THE SERVER:

3 TCP Over HTTP Tunnel - &
Arquive  Configuragdo  Ajuda
GET — TCP Ower HTTP Tunnel vi.0
Free for Everyone in Everywhere!
Header:
Servidor: : |60
Target:

KE}"H‘U'I:I rd: drdrirdrkd
Listen:

Clique emn Ativar, vocé pode fechar para esconder a janela.
Para desativar clique em 5air no icone de notificacdo.

config.cfg Created by: ©thegrapevine

Ativar |

¢ To create the VPS configuration .py script, Keyword (Renamed to “Password” in version 11.0) is optional. You can leave this field
blank.

¢ It is recommended that you create a keyword (Renamed to “Password” in version 11.0) for your server because it prevents others
from using your server to redirect to third-party IPs.




CONFIGURING THE SERVER:

S TCP Over HTTP Tunnel = ©
Arquivo | Configuragde | Ajuda

GET — Skin Color | v3.0
—_— Gerar Configuragdo da VPS5

Header:

Servidor: : |30

Target:

Keyword:

Listen:

Clique emn Ativar, vocé pode fechar para esconder a janela.
Para desativar clique em 5air no icone de notificacdo.

config.cfg Created by: ©thegrapevine

Ativar

¢ The next step is to generate the VPS configuration script.

¢ This script will be automatically generated using the port and keyword (Renamed to “Password” in version 11.0) you filled in the
application.

¢ To generate the configuration script, go to Menu: "Configuration" and select the option: "VPS Script Creation".




CONFIGURING THE SERVER:

S TCP Over HT o -
3 Salvar como
Arquive  Configuragdo  Ajuda
GET —'l TCP Over L Salvar em: I .. Servidor j & £ Eav
Free for Everyom - - .
iz Maorne Data de modificag..  Tipo Tarr
Header: | &ﬁ : ) :
. ) Menhum item corresponde 3 pesquisa.
Servidor: | Locais recentes
Target: |
Keyword: | -
frea de
Clique em Ativar, voce pode fecha Trabalho
Para desativar clique em 5air no _
config.cfg I
Biblictecas
At
1V
Meu computador
Rede < >
Nome: . Isenrerl j Salvar
Tipo: Ipr'_.'files "yl ;I Cancelar
.

e The VPS configuration script will be generated and you can save it to your computer.




CONFIGURING THE SERVER:

&3 SSH.bscp - root@80.79.23.110:22 - Bitvise SSH Client = =2
) Closing behavior
Profile: SSH.bscp (changed)
r: Login | Options | Terminal | Remote Desktop | SFTP | Services | C25 | S2C | S5H | About
% Server Authentication
Tl Host | 80.79.23.110 Username root
-
% Port 22 [“]Enable obfuscation Initial method | password W
Save Profile as Password sesssssese
7 word i
‘,..J? Kerberas Store encrypted password in profile
Enable password over kbdi fallback
Bitvise S5H SPN
SEW;;:;W—O' [[] Gss/Kerberos key exchange

Request delegation
| gezapi-keyex authentication

B
MNew terminal
TErE Proxy settings Host key manager Client key manager Help
. ,&J 1)05:40:38.171 Current date: 2017-03-15
New SFTP 1)05:40:38.171 Started & new 55H2 session,
window j‘)DS:%: 38.173 Connecting to 55H2 server 80.79,23,110:22,
A= 1J05:40:38.495 Connection established.
\@ jgos:qo:41.413 Server version: 55H-2,0-OpenS5H_6.6p 1 Ubuntu-2ubuntul
Mew Remote jgos:qo:41.413 First key exchange started. Cryptographic provider: Windows CNG (x86) with
dditions
Deskto . 2
— 1)05:40:43.118 Received host key from the server. Algorithm: ECDSA fnistp256, size: 256 bits, MD5
fingerprint: Bubble-Babble:
SHA-256
fingerprint:

jgos:qo:4?.155 First key exchange completed using diffie-hellman-group14-shal. Session encryption
and integrity: aes256-gcm, compression: none.
j)05:40:4}'.448 Attempting password authentication.

1)05:40:49.576 Authentication completed.
ijS:‘!O:‘}Q.G:lS Enabled SOCKS/HTTP proxy forwarding on 127.0.0.1:1080.

¢ Use Bitvise to send the generated script to your VPS.

¢ In bitvise click the "New SFTP window" option.




CONFIGURING THE SERVER:

i 55H.bscp - root@80.79.23.110:22 - Bitvise SSH Client = =
. Closing behavior
Profile: SSH.bscp (changed)
I Login | Options | Terminal | Remote Desktop | SFTP | Services | €25 | 52C | S5H | About
% Server Authentication
Save profile Host 80.79.23.110 Username root
% Port 22 [|Enable obfuscation Initial method | password v
Save Profile as Password SEBBRERBEN
@ r0ot@80.79.23.110:22 - Bitvise SFTP - o

Window Llocal Remote Upload queue  Download queue  Log

@ Upload gqueue ‘II Download queus J Log

Local files Fitter: Remote files Fitter:

a E} @ ._f;‘ £ D Area de Trabalho' ~ | [T = IE) @ ._f} Froct - -
MName . Size Type Mame ‘ Size Type
"'" 10 C3C Bywthon File | cache 409 Pastadea

. | Upload * [ bashrc 3106 Argquivo B2
Auto start new uploads || profile 140 Arquivo PF
|:| Resume for new uploads L| vimirfo 1.203 - Arquiva VIl
D Overwrite for new uploads
Transfer mode for new uploads  *
Open
B Edit
< Edit with... >« :
n],m# Upload: B X Ease T# Download: Binary - ll'_l Resume I"_‘l Overwrite | 5 Stz
IEIn Rename
o h ntication completed.
en with. ..
» d SOCKS/HTTP proxy forwarding on 127.0.0. 1: 1080,
E Create link... thannel opened.
# Cut thannel dosed by user,
'-Izl Copy thannel opened.
] Properties Exit

¢ It will open a window, so you can upload the configuration script for your VPS.

e Search for the VPS configuration script on your computer, right-click and select the "Upload" option to submit your script to the VPS.




CONFIGURING THE SERVER:

SSH.bscp - root@80.79.23.110:22 - Bitvise SSH Client

Profile:

$SH.bscp (changed)

Login | Options | Terminal

|

Closing behavior

Remote Desktop | SFTP | Services | C25 s2C SSH | About
% Server Authentication
Save profile Host 80.79.23.110 Username root
% Port |22 ["]Enable obfuscation Initial method | passward v
Save Profile as Obfuscation keyword Password sensEnsEEs
@ r0ot@80.79.23.110:22 - Bitvise SFTP - o
Window Local Remote Upload queve  Download queue  Log
‘f‘) Browse m Upload queue m Download queue :‘.‘-_I) Log
Local files Fitter: Remote files Fitter:
¢ [ 2] 0 3 DArea de Trabalho - - s ) @ | oot - -
Mame ’ Size  Type Mame ‘ Size  Type
7 server py 19626 Python File . cache 4096 Pastadea
| bashrc 3106 Amquivo BA
L | profile 140 Arquive PF
| wimirfo 1203 Arquivo VI
e‘ 19.625 Python File
£ >
?‘F Upload: Binary - ;_, Resume |j Overwrite |§ Start < >
* 1item uploaded Tf Download: Binary - ;_, Resume m Overwrite | [ Stz

1)05:40:48.576
d05:40:49.615
1)05:41:00.780
1)05:41:06.336
iJ05:42:08.962

Authentication completed.

Enabled SOCKS/HTTP proxy forwarding on 127.0.0.1: 1030.
SFTP channel opened.

SFTP channel dosed by user.

SFTP channel opened.

Logout

Exit

¢ You will see that your file has been sent to your VPS.
¢ You can now close this little window.




CONFIGURING THE SERVER:

&0 SSH.bscp - root@80.79.23.110:22 - Bitvise S5H Client = =
. Closing behavior
Profile: SSH.bscp (changed)
Login | Options | Terminal | Remote Desktop | SFTP | Services | €25 | 52C | S5H | About
% Server Authentication
2 pafie Host 80.79.23.110 Username root
% Port |22 []Enable obfuscation Initial method | password v
Save Profile as Paszzword sesssBEEES
7 word i
‘;ﬁ Kerberas Store encrypted password in profile
Enable password over kbdi fallback
Bitvise 55H 5PN
SEWE;:;I“U-D' [l Gsskerberos key exchange
Reguest delegation
’ _"" | gssapi-keyex authentication
Mew terminal
csdie Proxy settings Host key manager Client key manager Help
2 (g
e 1)05:40:38.173 Connecting to SSH2 server 80.79.23.110:22, "
New SFTP jJDS:4D:38.496 Connection established.
window 1)05:40:41.418 Server version: 55H-2.0-Open55H_6.6p1 Ubuntu-2ubuntui
A jgos:m:ﬂ.ﬂs First key exchange started, Cryptographic provider: Windows CNG (x88) with
@ additions
j‘)05:40:43. 118 Received host key from the server. Algorithm: ECDSA nistp256, size: 256 bits,
New Remote MD5 fingerprint:
Desktop Bubble-Babble:
SHA-256
fingerprint:

ngS:4D:4?. 155 First key exchange completed using diffie-hellman-group 14-shal. Session
encryption and integrity: aes256-gom, compression: none.
ij'DS:4U:4?.448 Attempting password authentication.

J)05:40:49.576 Authentication completed.

ngS:4U:49.615 Enabled SOCKS/HTTF proxy forwarding on 127.0.0.1: 1080,

j‘)DS:A’-II:DD.?BD SFTP channel opened.

j‘)DS:41:06.336 SFTP channel dosed by user.

ngE:‘IZ:DB.%z SFTP channel opened.

1)05:46:51.934 SFTP channel dosed by user. -

Logout Exit

¢ Now that your script is already inside the VPS, access the Bitvise Terminal in order to install the script.
¢ To access the Terminal, click in the "New Terminal Console" option of your Bitvise.

¢ It will open a black window.




CONFIGURING THE SERVER:

] root@80.79.23.110:22 - Bitvise xterm - root@HTTPTunnel: ~
Last login: Fri Sep 15 88:47:41 20817 from 191.168.98.56
root@HTTPTunnel :~# |sudo -1

¢ In the black window of the Bitvise Terminal enter the following command:

sudo —i

e Press the ENTER key.




CONFIGURING THE SERVER:

B root@80.79.23.110:22 - Bitvise xterm - root@HTTPTunnel: ~
Last login: Fri Sep 15 ©88:47:41 2817 from 191.1608.98.56

root@HTTPTunnel :~# sudo -i

root@HTTPTunnel : ~#| nohup python server.py > /dev/null

¢ In the black window of the Bitvise Terminal enter the following command:

nohup python servidor.py > /dev/null

e Press the ENTER key.

e Attention: Before executing this command: Where "server.py" is written in the above command, change the word "server" to the
name of the script you generated and sent to VPS.




CONFIGURING THE SERVER:

= | root@80.79.23.110:22 - Bitvise xterm - root@HTTPTunnel: ~ - O

Last login: Fri Sep 15 88:47:41 2817 from 191.1608.98.56
root@HTTPTunnel :~# sudo -i

root@HTTPTunnel:~# nohup python server.py > /dev/null
nohup: ignoring input and redirecting stderr to stdout

¢ This message will appear.
¢ Only close the Terminal Window.
e Ready! Your VPS is already set up, the script is already running on your VPS.

e Attention: Do not restart your VPS because every time your VPS is restarted you must to install the script again.
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CONFIGURING THE PROGRAM:

3 TCP Over HTTP Tunnel -

Arguive Configuragdo  Ajuda
cer AV TCP Over HTTP Tunnel v10.0
Free for Everyone in Everywhere!
Header: |www.example.com/ (2)
Servidor [123.436.789.123 (3) . 180 (4)
Target: |127.0.0.1 (5) ; (443 (6)
Keyword: (7)
Listen: |3088 (8)

Clique ern Ativar, vocé pode fechar para esconder a janela.
Para desativar clique em %air no icone de notificacio.

config.cfg Created by: ©thegrapevine

Ativar

(1) - Method: Select the HTTP method currently allowed on your mobile operator. The most accepted method is GET. If your mobile operator is allowing the POST
method, select it because it is faster than the others.

(2) - Header: Enter the URL of your mobile operator that is allowing the connection. Example: The headers that work in this program are the same inserted in android
applications as: Webtunnel, Anonytun, StarkVPN.

(3) - Server: Enter the address of the server that has the .py script installed and running.
(4) - Server Port: Enter the server port where you have the .py script installed and running.

(5) - Target (Port - Forwarding): Enter the address of the SSH or VPN that you want to connect. Your server will redirect to it. If you want to connect to your server's
own SSH, you can use IP: 127.0.0.1, as well as address from other servers. Example: To redirect to server SSH (nl.serverip.co).

(6) - Port (Port - Forwarding): Enter the port of the SSH or VPN that you want to connect to. Example: 443, 22.

(7) - Keyword (Renamed to “Password” in version 11.0) (Optional): Fill in this field if your server has been configured with any Keyword (Renamed to “Password” in
version 11.0), if not, leave it blank.

(8) - Listen: Local port of your program.




CONFIGURING THE PROGRAM:

3 TCP Over HTTP Tunnel
Ajuda

TCP Over HTTP Tunnel v3.0
Free for Everyone in Everywhere!

Arguive  Configuragdo

GET —

Header:
Servidor |20.79.23.110 . |80
Target: [127.0.0.1 |22
Keyword: [~~~

www.bughost.com/

Listen: 2024

Clique ern Ativar, vocé pode fechar para esconder a janela,
Para desativar cligue em Sair no icone de notificagdo.

config.cfg Created by: ©thegrapevine

Ativar

¢ To activate the program, click the "Start" button.

- N e

- N

TCP Over HTTP Tunnel

Arguive Configuragdo  Ajuda
GET — TCP Ower HTTP Tunnel vB3.0

Free for Everyone in Everywhere!

Header |www.bughost.com/
Servidor |20.79.23.110 . |80
Target: [127.0.0.1 |22

Keywurd: ik ik
Listen: 2022

Conexdo Criada com Sucesso!
Conecte sua VPM/55H no P e porta local 127.0.0,1:8088

config.cfg Created by: ©thegrapevine

Desativar

e When you want to disable the program, simply click the "Stop" button.

¢ You can close the program window, it will minimize to the Windows notification area.




CONFIGURING BITVISE TO
CONNECT TO SSH.




CONFIGURING THE PROGRAM:

P Bitvise SSH Client 7.34 - b
) Closing behavior
Profile:
I Login | Options | Terminal | Remote Desktop | SFTP | Services | €25 | 52C | S5H | About
% Server uthenocaton
Loadprais Host 127.0.0.1 Username maria
% Part 8088 [C]Enable obfuscation Initial method | password w
Save profile Password sessnenes
% Kerberos Store encrypted password in profile
Enable password over kbdi fallback
Save profile as SPN
I [CGss kerberos key exchange
@ Reguest delegation
Mew profile | gssapi-keyex authentication
a Proxy settings Host key manager Client key manager Help
Close profile

j‘)DG:DD:DZ. 301 Current date: 2017-09-15

j‘)DS:DD:DZ. 301 Bitvise S5H Client 7,34, a fully featured 55H dient for Windows.
Copyright (C) 2000-2017 by Bitvise Limited.

j‘)DG:DD:DZ. 301 Visit www.bitvise.com for latest information about our S5H software.

j‘)DG:DD:DZ. 301 Run 'BvSsh -help' to learn about supported command-line parameters.

j‘JDG:DD:DZ. 301 Cryptographic provider: Windows CNG (x86) with additions

JJ06:00:02.457

ijs:DD:DZ.%s Last used profile loaded successfully.

106:00:08.299

j‘)DG:DD:DS. 300 Profile loaded successfully.

e On the "Login" Bitvise tab, under "Server", fill in the "Host" and "Port" with Local IP Addresses and Listen Local of TCP Over HTTP
Tunnel.

Host: 127.0.0.1 and Port: 8088

¢ In Authentication, fill in the "Username" and "Password" fields with the login and password of your SSH account.




CONFIGURING THE PROGRAM:

i Bitvise SSH Client 7.34 = B
. Closing behavior
Profile:
Login | Options | Terminal | Remote Desktop | SFTP | Services | €25 | 52C | S5H | About
% Server Authentication
Load prode Host 127.0.0.1 Username maria
% Port | 8083 []Enable obfuscation Initial method | password v
Save profile Password TIIT I
© v W i
% Kerberas Store encrypted password in profile
Enable password over kbdi fallback
Save profile as 5PN
% []Gs5/kerberas key exchange
Requestde & Bitvise Proxy Settings
New profile ¥\ gssapi-keye
Proxy Settings
% Proxy settings (") Use global proxy settings (®) Use profile proxy settings Help
Close profile Use global settings to configure proxy settings most profiles should use.

3205:00:02.301 Use profile settings to override global proxy settings for the current
b rofile.
1)06:00:02.301 =

1)08:00:02.301 [use proxy SOCKSS
1)08:00:02.301
A)08:00:02.301
1)08:00:02.457 1080
1)08:00:02.458
1)08:00:08,299
1)05:00:08.300

Resolve DNS names locally

CK Cancel

Login Exit

¢ In the "Proxy Settings" option of Bitvise, uncheck the "Use proxy" option for the connection to be direct, without using proxy and
click OK.

¢ Ready! Your Bitvise is already configured to connect to the TCP Over HTTP Tunnel!




CONFIGURING THE PROGRAM:

—
)

Profile;

&

Save profile

e

Save Profile as

ﬁf

Bitvise 55H
Server Control
Panel

—n

b

Mew terminal
console

53

Pl

Mew SFTP
window

A
d !

Mew Remote
Desktop

maria@127.0.0.1:8088 - Bitvise SSH Client

- O

Closing behavior

Login | Options | Terminal | Remote Desktop | SFTP | Services | 25 52C S5H | About
Server Authentication
Host 127.0.0.1 Username maria
Port 3068 ["]Enable obfuscation Initizl method | password W
Password sennen
| word i
Kerberos Store encrypted password in profile
— Enable password over kbdi fallback
[ 55 Kerberos key exchange

Request delegation

| gssapi-keyex authentication

Proxy settings

JJ06:29:35.682
1J06:29:39.675
J,J06:29:42.260
AJ06:29:42.261
1J06:30:37.336
JJ06:30:37.344
06:30:37.344
i0g:30:41.519
iJ0g:30:41.537

Jng:30:42.344

dng:30:42.390

dng:30:42.763
dng:30:43.167
Jng:30:43.199

Logout

Host key manager Client key manager Help
Session disconnected on user's request. A
The 55H2 session has been terminated.
Profile loaded successfully.
Started a new SSH2 session.
Connecting to 55H2 server 127.0.0.1:3088.
Connection established.
Server version: S5H-2.0-0OpensSH_6.6p1 Ubuntu-2ubuntu 1
First key exchange started. Cryptographic provider: Windows CNG (x88) with
additions
Received host key from the server. Algorithm: RSA, size: 2048 bits, MD5
fingerprint: ’ o . Bubble-Babble:

, SHA-256

fingerprint:
First key exchange completed using diffie-hellman-group14-shal. Session
encryption and integrity: aes256-gcm, compression: none.,
Attempting password authentication.
Authentication completed.
Enabled SOCKS/HTTP proxy forwarding on 127.0.0. 1: 1080, W

e Just click on the "Login" button of Bitvise and it will connect.

Exit



