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1.1 The traditional financial system and its main counterparts

A broad definition of the “financial system” is that it is a set of interrelated 
activities or services structured to facilitate the flow of funds from where they 
stand to where they are needed. Specifically, for a set period of time, the in-
come of some economic units (households, firms, government) is greater than 
their expenses, while the income of some others is lower than their expenses. 
Thus, there must be a way for the funds of the former, surplus economic units 
to flow to the latter, deficit economic units (Figure 1.1). This is what the finan-
cial infrastructure does; it facilitates this flow of funds from where they stand 
to where they are needed.

This financial infrastructure consists of two main parts: the financial mar-
kets (direct finance) and the financial intermediaries (indirect finance). In direct 
financing, lenders (savers) channel their funds directly to borrowers (spenders), 
while in indirect financing, lenders (savers) channel their funds to an intermedi-
ary, which then decides how to allocate the pool of money they have accumu-
lated to borrowers (spenders). Just two simple examples, one per case. When Bob 
buys ten shares in the primary market of Sea and Sun plc., a listed company in 
the London Stock Exchange (LSE), he knows that his money is going directly 
to Sea and Sun plc. When Mary deposits £100 into her account in a bank, this 
amount of money is pooled with the deposits of millions of other depositors, and 
it is for the bank to decide to provide a loan to Sea and Sun plc. In both cases, all 
participants, Bob, Mary, and Sea and Sun plc. use the infrastructure of a financial 
market or financial intermediary, respectively, but Bob knows exactly where his 
money is going (direct finance), while Mary does not (indirect finance). There 
are plenty of other differences between these two main parts of the financial 
infrastructure, but this is the broad picture.

1
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FIGURE 1.1  The financial system.

For a financial system to function properly, there has to be trust in the system. 
In fact, “a sufficient level of trust” is a necessary precondition for the stability and 
maintenance of any social, political, and economic system. When trust breaks 
down, the social system is threatened with unrest, and this is particularly true for 
the market-based economy, of which the financial system is a part. The notion of 
trust is of such high importance in finance that if trust is lost, the entire system 
might collapse, giving rise to what is known as “systemic risk”, a type of risk 
that is widely referred to in finance, especially in the aftermath of the Global 
Financial Crisis of 2008.

Turning to the basic functions of the financial system, the core objective, as 
already mentioned above, is to facilitate the allocation and deployment of eco-
nomic resources, both spatially and across time, in an uncertain environment. 
This objective can be fulfilled via an efficient payment system, through which all 
transactions are cleared. The payment system is a core function of the financial 
system, alongside markets and institutions. Payment, clearing, and settlement 
arrangements are of fundamental importance for the functioning of the financial 
system and the conduct of transactions between economic agents in the wider 
economy. All economic units need to have effective and convenient means of 
making and receiving payments. Banks and other financial institutions are the 
primary providers of payment and financial services to end users, as well as being 
major participants in financial markets and important owners and users of systems 
for the processing, clearing, and settlement of funds and financial instruments.

Other, subsequent, but equally important, functions are those of: (a) fundrais-
ing, where capital is raised for economic units that need it, (b) finance pooling, 
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where small amounts of capital are transformed into larger amounts of funding, 
(c) liquidity transformation, where the short-term investors’/savers’ horizon is 
transformed to long-term funding for fundraisers, (d) cost reduction, due to the 
large volume of repeated transactions, (e) risk pooling, which is the practice of 
sharing risks among a group of other companies, and (f ) information and advice 
providers because of their expertise in the field of finance.

All these functions are carefully embedded in the way the financial infrastruc-
ture is developed. Trust is a necessary precondition for the entire system to func-
tion properly, while the payment system is a horizontal service that can be seen as 
the circulatory system of the financial infrastructure. Over time, technology has 
been constantly creating innovations of how the infrastructure evolves and how 
the notions of trust and payments can be facilitated, so that the efficiency of the 
entire system is improved. The most recent innovation that disrupts the way this 
infrastructure works is the blockchain technology, which is the core technolog-
ical application in the new era of encrypted finance.

1.2 The new era of finance: encrypting the financial system

The previous section described the basics of the traditional financial system, 
briefly summarizing the main counterparts, participants, and functions thereof. 
This section explores how the recent technological innovation of blockchain 
has already started introducing new and more efficient ways to facilitate certain 
processes that the financial system currently offers.

It all started back in 2008, when an unknown person or group of people, 
using the name Satoshi Nakamoto, invented bitcoin. In October 2008, Satoshi 
 Nakamoto published a white paper titled “Bitcoin: A Peer-to-Peer Electronic 
Cash System”1 describing bitcoin as “a purely peer-to-peer version of electronic 
cash, that would allow online payments to be sent directly from one party to 
another without going through a financial institution”. It is worth mentioning 
that the idea of having a digital currency was already a three-decade-old idea by 
2008. From David Chaum’s “ecash” in the early 1980s to Wei Dai’s “B-money” 
and Nick Szabo’s “Bit Gold” in 1998, this idea was already there. But the main 
issue of all these early efforts was the double-spending problem, namely, how to 
make sure that a digital asset is only used once, and how a system can be designed 
to prevent copying and counterfeiting it. Satoshi Nakamoto’s idea of a peer-
to-peer electronic cash system, based on the blockchain technology, provided 
answers to these problems. So, on 3 January 2009, Satoshi Nakamoto mined the 
Genesis Block, the first mined block in Bitcoin (Figure 1.2), and a new era of 
encrypted finance began.

The idea of transacting values without the need of a financial institution is a 
truly disruptive idea for the financial system. The previous section underlined 
the importance of “trust” as a fundamental prerequisite for the financial system 
to function without problems. Note that in the absence of trust, the financial 
system faces systemic risk, that the whole system (not just one participant of the 
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system) might collapse. Financial institutions also make sure that all transactions 
are recorded in a way that the double-spending problem is eliminated. So, any-
thing that could emerge to challenge the way transactions services work should 
fulfill the main prerequisites of trust and double-spending avoidance. Satoshi 
Nakamoto’s idea to create a cryptocurrency using the blockchain technology 
seemed to fulfill these two necessary requirements.

The key idea behind the notion of “encrypted finance” lies in how the block-
chain technology works. Although this technology will be explained in more 
detail in Chapter 2, it is worth referring here to some main functions of the 
technology. Blockchain technology uses cryptography. Cryptography is the 
method of disguising (i.e., encrypting) and revealing (i.e., decrypting) informa-
tion through complex mathematics. This means that the information can only 
be viewed by the intended recipients and nobody else. Cryptography is used in 
blockchain in two ways. The first is via algorithms called cryptographic hash 
functions, which create a chain of hashes and ensure that the order of transactions 
is preserved. This resembles the function that the financial institutions use to re-
cord transactions in, what is called, a ledger. But unlike a centralized ledger held 
at one bank, blockchain creates the so called “distributed ledgers” system, where 
the ledger is distributed across many computers, with each computer having the 
same view of the ledger. The second way cryptography is used in the blockchain 
technology is to create digital signatures, which are used to ensure the data put 
on the blockchain is valid. In bitcoin, the digital signatures are used to ensure the 
correct amount of value is transferred from one bitcoin wallet to another.

This brief description of how the blockchain technology works shows how 
trust and the avoidance of the double-spending problem are dealt with. En-
crypted transactions, which are practically impossible to break, bring trust to 
the system, while the distributed ledgers system, where all computers have the 
same view of the ledger, avoids the double-spending problem. So, when people 
transact using the blockchain technology, they trust the system for the fact that 
their transaction is recorded and cannot be counterfeited. For example, when 

FIGURE 1.2  First bitcoin transaction.
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Bob sends one bitcoin to Mary, they both trust that this transaction is valid 
and recorded, while anyone has access to the ledger that records transactions, 
thanks to the distributed ledger system, without necessarily knowing who Bob 
and Mary are.

These key features of the blockchain technology allow transactions to take 
place without the need of a financial middleman (markets and/or intermediaries). 
Bearing in mind that the main function of the financial system is to facilitate the 
flow of funds from lenders to borrowers, as discussed in Section 1.1, now it is 
worth looking at how certain participants and processes of the traditional system 
can be replaced via the use of the blockchain technology.

1.3 Introducing the main counterparts of the new encrypted 
financial system

Markets and banks act as middlemen in the financial system. They run, control, 
and own the necessary infrastructure needed for the financial processes to take 
place. The blockchain technology comes to disrupt certain functions that the 
traditional financial system offers by suggesting new ways of doing (financial) 
business. This section will briefly introduce what changes the technology seems 
to bring in the traditional players and parts of the financial system.

The purpose of this last section of Chapter 1 is to link the functions of the 
traditional financial system to a set of new processes/services/institutions that 
seem to emerge in the context of the new, encrypted financial system. Drawing 
direct links between the traditional and the new system aims to facilitate the un-
derstanding of how this new system works. Note that the subsections that follow 
practically offer a summarized context of the respective remaining chapters of 
the book.

1.3.1 The infrastructure

The infrastructure of recording transactions in a reliable and foolproof way is key 
to gain trust for the system. From Babylonian records on slabs of clay to the birth 
of bookkeeping in the 15th century and to the modern computerized programs, 
the evolution of infrastructure has been an important game-shifting factor. The 
gradual financialization of the economy that has taken place during the last 40 
years has made the process of recording financial transactions, and mainly pay-
ments, an important and fundamental process to the financial system. To date, 
the payments infrastructure is mainly built and used by the markets and banks. 
As discussed in Section 1.2, blockchain technology questions this paradigm by 
allowing transactions/payments to occur without the need of financial inter-
mediation. In the new era of encrypted finance, transactions can be recorded 
using the blockchain technology without the existence of a financial middleman. 
Chapter 2 briefly introduces how blockchain works and discusses the main recent 
advancements of this technology.
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1.3.2 The traded assets

Once there is trust that the infrastructure works well in recording transactions, 
a new system may appear that allows this same infrastructure to be used for 
multiple other purposes. For example, what if a new asset is created, based on 
this new technology, that can transfer value? And behold the cryptocurrencies. 
What if the technology can be developed in something like a self-operating 
computer program that automatically executes when specific conditions are met 
(smart contracts) that would allow to broaden the applications of the blockchain 
technology, from being only a peer-to-peer electronic cash system? And behold 
the Ethereum platform. What if there are ways to avoid the extreme value fluc-
tuations that cryptocurrencies have to create a currency that respects the funda-
mental principle of being relatively stable to be accepted as a means of payment? 
And behold “stablecoins”. These are just some broad examples of the numerous 
applications that the blockchain technology allows.

The problem with these assets is that they differ in some fundamental princi-
ples when compared to the well-known, traditional financial assets. For example, 
if we compare shares with cryptocurrencies or with crypto tokens, a fundamental 
difference is that most cryptocurrencies do not carry company ownership rights. 
Another difficulty of these traded assets is that the already thousands of crypto-
currencies that currently exist differ inherently in their functions and in what 
they offer. For example, we know that the premium segment of the Main Market 
of the London Stock Exchange trades only equity shares and we understand what 
the term “shares” means. On the other hand, Binance, one of the biggest global 
cryptocurrency exchanges to date, allows trading hundreds of cryptocurrencies 
where each has different attributes and does different things. And to make things 
more complicated, the means of trading is not a “fiat” currency (i.e., pounds, 
dollars, euros, etc.), but another cryptocurrency; for example, if Bob wants to 
buy “Steem” cryptocurrency he would first need to exchange his fiat currency 
(pounds, dollars, euros, etc.) with bitcoins, and then exchange his bitcoins with 
Steem.

To sum up, there are brand new traded assets in the new encrypted finance 
world, with fundamental differences from the traditional financial assets (i.e., 
stocks, bonds, derivatives, etc.). These new assets are traded in global markets, 
and the main means of trading is not a fiat currency but other cryptocurrencies 
(such as bitcoin and Ethereum). Chapter 3 introduces the main features of these 
crypto assets.

1.3.3 “Tokenomics” and valuation

Valuation is the analytical process to determine how much something is worth. 
There are several approaches in finance to evaluate traditional financial assets, 
such as technical and fundamental analysis, the comparative ratio analysis, and 
the discounted cash flow analysis. There are also several models in economics 
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that regard price determination, such as the simple supply and demand model 
and the economics of utility. Some of these approaches can also be applied to 
the crypto assets (i.e., supply and demand, technical analysis), but most of the 
traditional valuation techniques cannot be applied because of the fundamental 
differences between the crypto and the financial assets. For example, how can 
we apply fundamental analysis to cryptocurrencies when there are no financial 
statements to analyze? Cryptocurrencies are not corporations but are rather dig-
ital currencies that represent value or assets within a network. Also, the crypto 
market is still in its infancy, where most projects are still developing, meaning 
that there is a lack of track record to use.

The fundamental differences between crypto assets and financial assets, the 
inherent difficulty even to define what cryptocurrencies are, and the lack of track 
record have resulted in a very blurred picture of how to evaluate crypto assets. 
In fact, there is no widely accepted valuation technique that can be applied to 
cryptocurrencies, except perhaps from the techniques used in technical analy-
sis. Researchers are still trying to understand what the main drivers of prices in 
the crypto market are, but unless the various crypto assets are clearly classified 
in distinct categories, and unless the projects financed via initial coin offerings 
(ICOs) develop their final products and services to start creating a track record, 
we should not expect big steps in the valuation field, as discussed in Chapter 4.

1.3.4 Fundraising

Perhaps the most important function that the financial system offers, at least from 
an economic perspective, is the allocation of capital. In the traditional system, 
this is done via issuing new securities in financial markets, such as issuing shares 
via an initial public offering (IPO) or the subsequent seasoned equity offerings 
(SEOs), issuing bonds of all kinds (government, corporate, etc.), and providing 
loans from financial intermediaries. The equivalent of this fundraising process in 
the crypto market is done via ICOs. Project owners use ICOs to fund their pro-
ject, via offering “tokens” (conceptually similar to cryptocurrencies, but broader 
in scope), in exchange for other, main cryptocurrencies (such as bitcoin and 
Ethereum), which can in turn be exchanged with fiat currencies so that the pro-
ject can be funded. ICOs resemble IPOs and crowdfunding, but they also have 
their own features, which are discussed in Chapter 5.

1.3.5 Regulation

The traditional financial sector is one of the heaviest regulated sectors in the 
economy. Especially in the aftermath of the 2008 Global Financial Crisis, much 
of the disaster was attributed to the relatively loose regulatory approach, followed 
by a belief in self-regulation of the financial industry, which proved to be disas-
trously wrong. In the years that followed, coordinated efforts from international 
bodies have gradually led to higher global standards in terms of capital adequacy 



8 The new era of encrypted finance

and avoidance of misselling practices to fulfil the two major objectives that reg-
ulators should look at: financial stability and consumer protection.

These two core objectives are the starting points of regulators globally when 
it comes to regulating the crypto market ecosystem. A main difference between 
the traditional system and the crypto market system is that in the case of the for-
mer, financial stability has played a more important role than consumer protec-
tion, whereas in the crypto market ecosystem, consumer protection leads a head 
start. However, within consumer protection, which is the common objective 
for all regulators, the approaches are very different. Some national authorities 
have adopted a positive approach toward this new type of financial innovation, 
whereas others have decided to follow a stricter approach, moving as far as to ban 
certain functions, such as the ICOs.

The common belief is that regulating the new crypto market ecosystem is 
not an easy task. The previous subsections discussed the fundamental differences 
between crypto assets and financial assets, not only between the new crypto 
market ecosystem and the traditional financial system, but within the crypto 
market system itself. Some of the core questions that regulators are trying to 
answer are: Are cryptocurrencies financial assets? Do ICOs resemble traditional 
fundraising practices? Can cryptocurrencies be used for money laundering and if 
yes how can this be prevented? Chapter 6 explores the regulatory approaches of 
the main global jurisdictions, focusing mainly on the ICO issue, since fundrais-
ing and capital allocation in general is perhaps the most important function that 
a financial system offers.

Note

 1 https://bitcoin.org/bitcoin.pdf.
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2.1 What is blockchain technology?

In conventional networks of digital payments, there is an imperative need for 
an intermediary (usually a bank), which records the transactions, and thus avoid 
double spending. There must be a third party who records all transactions and 
checks that the amount X sent by one person/account to the other will not be 
spent again. In this context, the existence of a bank and the notion of trust of all 
parties involved are necessary for this model to function properly.

In 2009, Satoshi Nakamoto makes the first reference to bitcoin and offers 
a solution to the problem of double spending. A new decentralized peer-to-
peer payment system is proposed, where users will be able to make transactions 
directly among themselves without a third trusted party. This is possible with 
the use of blockchain technology, which was first introduced as a public, de-
centralized platform, without the need for intermediaries, to record the bitcoin 
cryptocurrency.

Cryptocurrencies are virtual currencies that do not have a material form; 
rather, they are viewed as digital information. In this context, the blockchain 
network is usually described as an accounting book, a ledger, where all this dig-
ital information is stored, and everyone has access to the information contained 
in this ledger. Imagine the blockchain network as a ledger that records all trans-
actions, but this ledger is not kept by a bank and does not belong to the bank. 
Instead, it is public, everyone has access to it at any time, and everyone can have 
a copy of it; at the same time, personal data of the users are not visible, but en-
crypted. Imagine the blockchain network as a spreadsheet that is not stored in a 
central computer but in all the computers (called “nodes”) of the network. Every 
amendment on this spreadsheet becomes visible to all users of the network at the 
same time and is validated only when nodes verify it. The blockchain network 

2
THE INFRASTRUCTURE

The blockchain technology
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is then a digital platform, which uses cryptographic methods for the storage of 
information, which cannot be falsified or reversed, and where the entire history 
of the transactions among the users of the network is recorded, validated, stored, 
and publicly available.

2.2 How the blockchain technology works

2.2.1 The nature of the system

In computer science, a network can be centralized, decentralized, or distributed 
as shown in Figure 2.1.

The centralized systems are subject to a central authority. The central node 
retains full control, with all other nodes connected only to it and obliged to 
comply with its terms and follow its orders. The distributed systems are not 
subject to any central authority. Every node is part of a network and connected 
directly with all the other nodes of the network. The decentralized systems 
resemble the distributed systems in that they are not subject to any central au-
thority. Their difference is that the nodes in the decentralized systems have two 
levels: the final nodes (shown in light grey) and the secondary nodes (shown in 
black). The final nodes (light grey nodes) are connected to the secondary nodes 
(black nodes) and the secondary nodes are connected among themselves, while 
the final nodes are not connected to each other. So, a decentralized system is 
a complex system with many central nodes, each of which supervises a lower 
level system of nodes.

The blockchain technology is a distributed system. All nodes that participate 
in the network have equal rights and obligations, store the same amount of infor-
mation, and are all connected to each other. In a blockchain network, everyone 
can make entries and these entries must be validated by other users to be added 
to the block. That is why blockchain technology is also described as distributed 
ledger technology (DLT).

Centralized Systems Distributed Systems Decentralized Systems

FIGURE 2.1  Centralized, decentralized, and distributed systems.
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2.2.2 How it works

Figure 2.2 shows how a transaction in a blockchain occurs using one transaction 
as an example.1 Say, Mary wants to send one bitcoin to Bob. Mary logs in her 
online wallet where she holds her bitcoins. She then picks the amount she wants 
to send and enters Bob’s bitcoin address (which is a series of numbers and letters). 
She clicks send and a transaction occurs.

This transaction is represented online as a block, which contains encrypted 
digital information such as the sender and recipient bitcoin addresses and the 
amount of bitcoin. The block is then broadcast to every party in the network, 
and, after a process that will be discussed in detail in the next section (the “min-
ing process”), all nodes in the network approve the transaction as valid. Once 
that happens, the block is added to the chain of the past transactions and Bob 
receives the bitcoin. Note that every party in the network have their own copy 
of the ledger, updated with the latest transaction that just took place. Everyone 
can check the ledger, but no one can modify it.

2.2.3 Safety, transparency, and irreversibility

The way the blockchain works means that there are three main features embed-
ded in the technology: safety, transparency, and irreversibility.

1. Mary wants to
send money to Bob

2. The transaction is
represented online as a
“block”

3. The ‘’block’’ is broadcasted
to every party in the network

6. Money moves
from Mary to Bob

Mary

Bob

4. Those in the network
approve the transaction
is valid

5. Block then added to the chain
which provides an indelible and
transparent record of transactions

FIGURE 2.2  How blockchain works.
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Since every piece of information is stored simultaneously in all computers, it 
is technically impossible for hackers to change any stored information, as they 
will have to change it in all computers of the network at the same time. This is 
the main feature that makes blockchain safe to use.

Since all nodes that participate in the network have equal rights and obliga-
tions, all information is publicly stored, displayed, and validated by the whole 
network, so that no guarantor is required. This makes the system transparent, 
which is key to create trust in the system.

Last, when a transaction is added to the block, it cannot be amended or de-
leted. The only way to correct a wrong transaction is for the receiver to pay back 
the amount to the initial sender so that a new transaction can be r e-executed. 
This irreversibility of the transactions is another important element of this 
technology.

2.3 How blockchain mining works

Cryptocurrency transactions are performed online, peer-to-peer, and without 
the involvement of an intermediary. One of the commonest ways that these 
transactions are verified in blockchain is the so-called “mining” process.2 Min-
ing is the process followed to add a block in the blockchain, something like the 
record-keeping service of blockchain. It is a process of common acceptance by all 
parties in the open network and takes place between Steps 3 and 4 in Figure 2.1.

Miners use specific hardware and software to perform cryptographic calcula-
tions, so as to unlock the computational challenges and solve complex algorithms 
generated by the blockchain system. Once the algorithm is solved, the whole net-
work is informed and the other nodes verify the solution. Once 51% of the miners 
verify the transaction, the new block is added to the chain. The solution to this 
complex mathematic algorithm is also the proof of a miner’s work. As a reward 
for the computational power provided, the miner receives a certain amount of the 
cryptocurrency. This is another major differentiation from the traditional payment 
systems; transaction costs are either zero, or very low for the parties that transact, as 
the system itself rewards miners for helping verify the transactions.

This last reward feature creates competition among miners, regarding who 
will be the first to solve the problem and receive the reward. But mining on its 
own is a very complex procedure that requires significant computational power 
and large amounts of energy. As the users of cryptocurrencies and the amount of 
transactions increase, the mining process becomes more and more demanding, 
while the more popular the cryptocurrency, the higher the need for an even 
stronger computational power. In this context, mining popular cryptocurrencies 
has led to the development of mining farms, which are rooms with a large num-
ber of computers and servers that take on tasks of mining. On the other hand, 
the energy consumption is astonishingly high; for example, the annual energy 
consumption needed for bitcoin is calculated to be comparable to the annual 
energy consumption of a 10-million-people country.
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Summing up, in a blockchain network, there are nodes and miners. Nodes 
record the transactions and keep copies of the blockchain, while miners are spe-
cialized users who use specific hardware and software to collect the transaction 
information and validate it. The integrity of the network is maintained by the 
miners, who are responsible for introducing every new block in the chain. In 
case miners stop processing the hard-mining process, the whole system might 
collapse since there will be no way that a transaction can be verified.

2.4 Blockchain consensus mechanisms

The mining process described above is in fact only one, but the most popular 
to date, of the ways to verify transactions in blockchain and is known as the 
proof of work (PoW) mechanism. There are a few other transaction verification 
mechanisms called “consensus mechanisms”. They are called so since the block-
chain network is a public ledger, so that any update in the ledger (i.e., any new 
transaction) requires the approval of all the nodes of the network to be valid. 
A consensus mechanism is a set of rules, commonly accepted by all users in the 
network, that authorize the system to continue to operate. There are various 
consensus mechanisms and the choice between them depends on how the project 
team designs the specific features of each project.

2.4.1 Proof of work (PoW)

The PoW model is the most common consensus mechanism in blockchain. In 
this model, miners compete to be the first to create the next block of the chain 
by solving a complex mathematic algorithm. The first one to solve the problem 
will post the new block with the transactions and receive the reward from the 
network. The PoW model is often criticized for the huge amount of energy it 
requires.

2.4.2 Proof of stake (PoS)

An alternative consensus mechanism used in blockchain is the proof of stake 
(PoS). With PoS, the new block is validated only by those who hold the re-
spective cryptocurrency. A PoS miner is limited to mining a percentage of 
transactions that is reflective of their ownership stake. For instance, a miner 
who owns 10% of the available cryptocurrency can theoretically mine only 
10% of the blocks. Another difference from PoW is that the validators receive 
transaction fees as rewards, which are proportional to the number of coins 
each person holds. The PoS model rewards the investment in the project (the 
more one invests, the more tokens they generate) and is less decentralized 
compared to PoW, since it favors those who hold most of the cryptocurrency. 
On the other hand, PoS uses considerably less energy than PoW and is there-
fore more cost-efficient.
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2.4.3 Delegated proof of stake (DPoS)

The delegated proof of stake (DPoS) is similar to PoS with the difference that 
not all cryptocurrency holders can be miners. In DPoS, the community votes for 
specific nodes to act as delegates in the mining process. It was invented by Daniel 
Larimer and is applied as a consensus mechanism in the EOS cryptocurrency 
project. In the case of EOS, only 21 elected representatives are responsible for 
validating transactions. These elected representatives (also called block produc-
ers) are voted by the participants in the EOS network, who vote according to 
the percentage of the digital tokens they hold. Block producers have two roles; 
they are responsible for mining blocks and for validating transactions, while 
maintaining the good functioning of the network. For doing so, they receive 
EOS cryptocurrencies as a reward. In case a block producer remains inactive for 
24 hours, they are dismissed and replaced, so that the smooth operation of the 
network can be maintained. This new method of consensus seems to promote 
the cooperation among block producers, as opposed to the mining methods that 
are characterized by competition (as in the case of bitcoin miners). Other impor-
tant advantages of the DPoS are that less energy consumption is needed and the 
network is faster. On the other hand, this is a much more centralized system.

2.4.4 Proof of space/capacity

The proof of space/capacity mechanism is very similar to PoW, except that min-
ers do not spend computer power, but they use their hard disk space to mine a 
block. The more storage space a node provides on their hard disk, the higher the 
possibility to validate the next block and to receive the reward. PoS works as 
follows: to verify that a certain amount of hard disk space is reserved for mining, 
the prover (a node) sends a piece of data to the verifier (usually a member of the 
project team), who then verifies that the amount of hard disk space is indeed 
reserved for mining. The node is then entitled to mine blocks and thus receive 
rewards, via this PoS process. This mechanism requires lower energy consump-
tion than PoW and is therefore seen as a greener alternative to PoW.

2.4.5 Proof of elapsed time (PoET)

The proof of elapsed time (PoET) is an alternative consensus protocol developed 
by the software company Intel. It works similar to the PoW protocol, but it is 
more energy efficient. The PoET model is based on the principle of a fair lottery 
system where every single node is equally likely to be the winner. It spreads the 
chances of winning fairly across the largest possible number of network par-
ticipants. The PoET algorithm works as follows. Each node in the blockchain 
network generates a random wait time and goes to sleep for that specified du-
ration. The one to wake up first – that is, the one with the shortest wait time – 
wakes up and commits a new block to the blockchain, broadcasting the necessary 
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information to the whole peer network. The same process then is repeated for the 
creation of the next block.

2.4.6 Proof of importance (PoI)

The proof of importance (PoI) consensus algorithm was first introduced by 
NEM cryptocurrency project. PoI takes into account one’s overall support of 
the network, like the quantity of the coins a node has, its reputation, its overall 
activity and the number of transactions it executes. Accounts with a higher im-
portance score will have a higher probability of being chosen to add a block to 
the blockchain, a process that is known in NEM as “harvesting”. In exchange 
for harvesting a block, nodes are able to collect the transaction fees within that 
block.

2.4.7 Proof of burn (PoB)

In proof of burn (PoB), miners must show proof that they “burned” some coins, 
that is they sent the coins to an unspendable address (called an “eater address”), 
removing them from the circulation permanently. These transactions are re-
corded in the blockchain, ensuring that there is a necessary proof that the coins 
cannot be spent again, and the user who burns the coins receives a reward. Es-
sentially, a miner burns their coins to buy a virtual mining right that gives them 
the power to mine blocks. The more coins burned by the miner, the bigger the 
virtual mining right. This process does not consume many resources other than 
the burned coins. This makes the entire mining process energy efficient. The 
main point of the PoB consensus mechanism is that the user shows a long-term 
commitment to the coins by burning them, as he suffers a short-term loss in 
exchange for a long-term profit. The more coins the user burns, the higher their 
probability to mine the next block. Over time, the user of the PoB continues to 
receive rewards either by increasing their share or by gaining other benefits in 
the network.

2.5 Blockchain 2.0: the Ethereum platform

The launch of bitcoin was the first test case of the blockchain technology. This 
test case proved successful at least in the context of the aims it wished to fulfill, 
so that people started developing the technology further. A new milestone was 
reached in 2014 when the Ethereum platform was created by Vitalik Buterin, a 
Russian-Canadian programmer. At the age of 19, Buterin released a white paper 
in 2013, describing an alternative platform designed for any type of decentralized 
application developers would want to build.

This platform allowed the modification of the code that changed the nature 
of the blocks in the chain, allowing them to create different types of databases, 
which would be able not only to store a series of additional types of information, 
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such as contracts, shares, and even voting results, but also to execute a series of 
actions, under certain circumstances.

In this new context, project owners can program certain applications that can 
run on the platform as programmed and can be executed automatically without 
interruptions or interference by another member. The Ethereum platform is not 
just a payment system like bitcoin, but a platform designed to allow the develop-
ment of any decentralized application.

The logic and technology of Ethereum is based on bitcoin, especially in the 
way it excludes the need of any intermediation to prove and record a transaction. 
But the Ethereum network emphasizes the following two features: (a) greater 
speed and higher levels of security of transactions and (b) the efficient operation 
of different applications other than purely payment systems. It also has its own 
cryptocurrency, Ether, and anyone who wants to use this platform for an appli-
cation needs to make use of it.

2.6 Smart contracts

The great innovation of the Ethereum platform is that it allowed to program 
commands that directly control the transfer of digital currencies or assets be-
tween parties under certain conditions. This innovation is called “smart con-
tracts”. A smart contract not only defines the rules related to an agreement in the 
same way that a traditional contract does, but it can also automatically enforce 
those obligations.

The idea of smart contracts was initially suggested by Szabo,3 almost two 
decades before the Ethereum platform was created. Szabo described them as 
“computer protocols that execute the terms of a contract”. They are legal pro-
visions that have been standardized in computing code, so that when they are 
executed, the relevant agreement is automatically applied. In other words, they 
are computer protocols that perform, enforce, and verify the execution of the 
terms of a contract.

Contract terms are introduced in the form of computational commands and 
are executed through the blockchain technology. By using blockchain tech-
nology, they cannot be violated and every contract is recorded in the distrib-
uted database. When certain conditions apply, as programmed by the contract 
terms, then the contract is executed automatically without the interference of 
intermediaries.

Smart contracts can be designed for anything. A simple example of what smart 
contracts can do is the case of buying property. Suppose that Bob wishes to buy 
a piece of property that now belongs to Mary. In real life, he would need to 
hire a lawyer to check if all papers are legit, he would need to arrange payments 
with the bank, and he would also need to notify the respective state authority 
for the purchase. With the use of blockchain technology, the property papers 
can be uploaded to the blockchain and every single process at the history of the 
property can be updated so that Bob has a full and clear picture of the history of 
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the property. A smart contract can be designed so that when Bob decides to buy 
the house and transfers the money, the smart contract is triggered, and, simulta-
neously, Mary receives the money, property ownership moves to Bob, and the 
state is informed.

There are already numerous initiatives that explore smart contract technol-
ogy application in various fields. For example, in the healthcare industry, health 
records can be kept in a smart contract and stored on the blockchain so that this 
information can be made available to hospitals and research institutions every-
where. Companies could use smart contracts for any operating expense, such as 
paying their employees, utility bills, and corporate taxes.

2.7 Alternative uses of blockchain technology

The interest in blockchain technology and in its applications is constantly in-
creasing. Many banks have already started exploring the options offered by this 
technology, while several public organizations are already looking at the advan-
tages of using blockchain in public services. Two examples, in real estate and the 
health sectors, have already been mentioned in the previous section, and given 
below is an indicative list of potential additional applications.

2.7.1 Big data

One of the areas that the blockchain technology could be applied is the manage-
ment and analysis of Big Data. The blockchain technology can be used to store 
and distribute data in a secure, fast, easy, and more efficient way.

2.7.2 Public sector

The public sector can use blockchain to automatically tax the executed trans-
actions, since every transaction in blockchain environment would be visible to 
the public. Also, interesting applications in the health sector have already been 
discussed in the previous section.

2.7.3 Voting

Another use of this technology is in voting. The technology allows citizens to 
vote anonymously, avoiding the risk of someone changing the vote, while simul-
taneously bringing the whole cost for holding elections down.

2.7.4 Tourism industry

Hotel or ticket reservations could be executed automatically with the use of 
smart contracts without human interference.
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2.7.5 AML and KYC

Anti-money laundering (AML) and know your customer (KYC) details require 
banks to perform a complex and time-consuming process for each customer. 
This could be avoided if data is stored on blockchain since the information con-
tained in the blockchain cannot be falsified.

2.7.6 Sharing economy

The sharing economy has a proven success record. Companies like Uber and 
Airbnb are now widely accepted by the public. Consumers that make use of such 
sharing services need to rely again on intermediaries like Uber. Blockchain, by 
allowing peer-to-peer payments, enables direct transactions without the need of 
an intermediary in this industry.

Notes

 1 Note that Figure 2.1 describes just one version of how a blockchain transaction oc-
curs. The technology allows the design of different versions that can offer different 
ways of transactions validation and control.

 2 “Mining” is the most well-known verification process, but the technology allows 
multiple other ways to verify a transaction as discussed in Section 2.4.

 3 Szabo, N. (1997). The Idea of Smart Contracts. Available at: www.fon.hum.uva.nl/
rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/
szabo.best.vwh.net/idea.html.
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3.1 Definitions and taxonomy: digital currencies, virtual 
currencies, cryptocurrencies, and tokens1

Defining a new area is not an easy task. It took years before regulators and the 
industry could agree on defining the different types of crowdfunding, either for 
the sake of simply communicating or for regulatory purposes. A definition of a 
new area must be clear enough so that people understand the same thing, but it 
should also be broad enough to allow the creation of an “area”, able to cover a 
series of different elements that may differ in some features but still share some 
common characteristics.

The blockchain environment and its applications have given rise to dif-
ferent concepts, difficult to define and categorize. For example, terms like 
“cryptocurrencies”, “virtual currencies”, or “digital currencies” are used 
interchangeably as if they are identical terms, though this is not the case. 
Something similar holds for “tokens”, which are interchangeably used with 
the term “cryptocurrency”, while “tokens” offer a broader range of functions 
different from “cryptocurrencies”.

Figure 3.1 shows the interrelationship of these terms, as approached by the 
International Monetary Fund (IMF). The graph shows that cryptocurrencies 
are actually a subcategory of virtual currencies, which in turn are a subcate-
gory of digital currencies. In the paragraphs that follow, an attempt is made to 
provide the definitions and taxonomy adopted by international organizations 
so that the features and functions of the elements contained in each category 
become clearer.

3
TRADED ASSETS

Introduction to cryptocurrencies
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3.1.1 Digital currencies

According to the Financial Action Task Force (FATF)2 “digital currency can 
mean a digital representation of either virtual currency (non-fiat) or e-money 
(fiat)”. This definition contains the term of “e-money”, which is the digital rep-
resentation of a fiat currency. Since the definition of virtual currency does not 
include e-money, as will be explained in detail in the next section, digital cur-
rencies are, by definition, broader than virtual currencies.

On the other hand, World Bank3 defines digital currencies as “digital rep-
resentations of value that are denominated in their own unit of account, distinct 
from e-money, which is simply a digital payment mechanism, representing and 
denominated in fiat money”, somehow differentiating digital currencies from 
e-money, although it allows the term digital payment mechanism to represent fiat 
money.

Last, according to the Bank for International Settlements (BIS), digital cur-
rencies are “assets represented in digital form” and there are three key aspects 
related to them. First, they

typically have some monetary characteristics (such as being used as a means 
of payment), but are not typically issued in or connected to a sovereign cur-
rency, are not a liability of any entity and are not backed by any authority. 
They have zero intrinsic value and, as a result, they derive value only from 
the belief that they might be exchanged for other goods or services, or a 
certain amount of sovereign currency, at a later point in time.

A second key aspect refers to “the way in which these digital currencies are 
transferred, typically via a built-in distributed ledger”. Third, they are issued by 

Digital Currencies

Virtual  Currencies

Convertible

Decentralized

Cryptocurrencies

Digitally represents value

Not denominated in
Legal tender 

Digital currencies that use 
cryptographic methods to 
validate transactions 

No central authority 

Convertible to fiat currency,
goods and services 

FIGURE 3.1  Types of currencies in the digital world.
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a “variety of third-party institutions, almost exclusively non-banks, which have 
been active in developing and operating digital currency and distributed ledger 
mechanisms”. This last definition is much more descriptive than the first two, 
and there is an effort to provide certain features to the way they are defined.

3.1.2 Virtual currencies

According to the IMF,4 virtual currencies are

digital representations of value, issued by private developers and denom-
inated in their own unit of account. Virtual currencies can be obtained, 
stored, accessed, and transacted electronically, and can be used for a variety 
of purposes, as long as the transacting parties agree to use them.

Virtual currencies can be either convertible that allow for the exchange of the 
virtual currency with fiat currency and for payments for goods and services in the 
real economy or nonconvertible that operate exclusively within a s elf-contained 
virtual environment.

According to the FATF, virtual currency is

a digital representation of value that can be digitally traded and functions as 
(1) a medium of exchange; and/or (2) a unit of account; and/or (3) a store of 
value, but does not have legal tender status (i.e., when tendered to a credi-
tor, is a valid and legal offer of payment) in any jurisdiction.5

Since a virtual currency is not issued by any institution that can guarantee its 
value, its functions are fulfilled only within a virtual community.

Back in 2012, the European Central Bank (ECB) gave the following defini-
tion of virtual currencies:6 “a virtual currency is a type of unregulated, digital 
money, which is issued and usually controlled by its developers, and used and ac-
cepted among the members of a specific virtual community”. Three years later7 
the Bank updated the virtual currency definition as “a digital representation of 
value, not issued by a central bank, credit institution or e-money institution, 
which in some circumstances can be used as an alternative to money”, broaden-
ing the scope of use of virtual currencies that could now be used also outside the 
virtual community. A year later, the ECB highlighted8 that they “do not qualify 
as currencies from a Union perspective [and] given that they are not in fact cur-
rencies, it would be more accurate to regard them as a means of exchange, rather 
than as a means of payment”.

The ECB classifies virtual currencies into the following three categories:9

 i Closed virtual currency schemes: These virtual currencies have no link to the 
real economy and can only be used in online games. Users earn them based 
on their online performance and the virtual currencies can only be spent 
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within the specific virtual community and cannot be traded outside the 
virtual community.

 ii Virtual currency schemes with unidirectional flow: Fiat currencies can be used to 
buy virtual currencies in this category, but they cannot be exchanged back 
to fiat currencies. Users can use this kind of virtual currency to purchase 
virtual goods or services within the community, and sometimes, if allowed, 
they can redeem them into real goods offered by the community.

iii Virtual currency schemes with bidirectional flow: These are virtual currencies that 
can be traded with fiat currency. They allow for the purchase of both virtual 
and real goods and services and are similar to any other convertible currency 
with regard to its interoperability with the real world. The definition of this 
category best fits with the case of cryptocurrencies.

According to the European Banking Authority (EBA, 2014),10 a virtual currency 
is defined as “a digital representation of value that is neither issued by a central 
bank or public authority […], but is used by natural or legal persons as a means of 
exchange and can be transferred, stored or traded electronically”. The EBA also 
notes that although some features of virtual currencies resemble the characteris-
tics of electronic money, virtual currencies are not identical to electronic money 
since the latter is the digital form of the existing fiat currency, which virtual 
currencies are not.

Last, the US Treasury Department (FinCEN, 2013) defines11 the virtual cur-
rency as “a medium of exchange that operates like a currency in some environ-
ments but does not have all the attributes of real currency. In particular, virtual 
currency does not have legal tender status in any jurisdiction”.

Almost all definitions agree on two main things: (a) that virtual currencies are 
a subset of digital currencies, since they are digital representations of value or digital 
money, and (b) that they have no legal tender status in any jurisdiction, since they are 
not issued by a central bank, but by private developers. Some institutions go a 
bit further in providing specific features that virtual currencies have, such as that 
they can be obtained, stored, accessed, and transacted electronically, or that they function 
as a medium of exchange and/or a unit of account and/or a store of value. Last, another 
common feature is that jurisdictions refer to the interrelation of virtual curren-
cies with the real world, and how this dimension can categorize them into open 
or closed systems.

3.1.3 Cryptocurrencies

What differentiates virtual currencies from cryptocurrencies is that the latter 
term implies the use of cryptography. This is evident in the wording used in a se-
ries of policy documents from the institutions referred to in the previous section. 
For example, the IMF (2016) contrasts virtual currencies and cryptocurrencies as 
follows: “VC [virtual currency] wallets are used by VC holders to hold and trans-
act in VCs. Cryptocurrencies are stored in digital wallet software associated with 
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cryptographic keys”. A report published by the Bank for International Settlement 
(BIS)12 clearly mentions that “these [virtual currency] schemes are frequently 
referred to as ‘cryptocurrencies’, reflecting the use of cryptography in their is-
suance, and in the validation of transactions”. Last, the World Bank states that 
“Cryptocurrencies are a subset of digital currencies that rely on cryptographic 
techniques to achieve consensus”.13

FATF (2014) defines cryptocurrencies as follows: “Decentralised Virtual Cur-
rencies (a.k.a. crypto-currencies) are distributed, open-source, math-based peer-
to-peer virtual currencies that have no central administrating authority, and no 
central monitoring or oversight”, while the European Union Agency for Cy-
bersecurity (ENISA) provides the following definition: “Cryptocurrency refers 
to a math-based, decentralised convertible virtual currency that is protected by 
cryptography. – i.e., it incorporates principles of cryptography to implement a 
distributed, decentralised, secure information economy”.

Summing up the above definitions, cryptocurrencies are a subset of virtual 
currencies that use cryptography to operate in a distributed, decentralized, and 
secure environment.

3.1.4 Tokens

The term “tokens” is not included in Figure 3.1, but it is commonly used inter-
changeably with the term “cryptocurrencies”. This term is also used as a core 
term in the following chapters, so it is important to define it and explore any 
differences from “cryptocurrencies”.

The European Securities and Markets Authority (ESMA) defines tokens as “any 
digital representation of an interest, which may be of value, a right to receive a benefit 
or perform specified functions or may not have a specified purpose or use”.14 Ac-
cording to the ECB, tokens are “mere digital representations of existing assets, which 
allow recording these assets by means of a different technology”.15

Both definitions above imply that tokens carry a broader range of functions from 
“cryptocurrencies”, since the latter emphasize on the “currency” concept that they 
include. Specifically, tokens do share the three main functions of digital currencies 
and cryptocurrencies mentioned above (medium of exchange; a unit of account; a 
store of value), but their role is broader and not restricted to being just a “currency”. 
Tokens differ from cryptocurrencies in that they perform more functions than the 
ones mentioned above. For example, they can provide privileged access to the prod-
uct or service for which they are issued or even the right to participate in the develop-
ment of the product/service. This complexity of their functions is also why they are 
not considered digital currencies and are usually described as digital chips.

3.2 How cryptocurrency transactions work

Cryptocurrencies operate in peer-to-peer networks, with open source protocols. 
A network with the above technical characteristics is not subject to a central 
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authority and there is no intermediary. The whole network and its transactions 
are controlled by the users themselves, who are responsible for both confirming 
the transactions and securing the network.

Cryptocurrencies do not exist in material but only in digital form. The only 
way to store them is in digital wallets. A digital wallet is a software that sends, re-
ceives, and stores digital codes that represent and reflect the value of cryptocurren-
cies. There are online platforms that offer online digital wallets, but users can also 
use offline devices that allow them to store their cryptocurrencies offline (hard-
ware wallets). Digital wallets comprise of two keys (Figure 3.2): (a) a public key, 
which is being used to receive funds; it identifies the individual user’s account on 
the network and it is visible and known to everyone, and (b) a private key, which 
is only used to sign transactions and prove that the individual user owns the related 
public key; it is only known by the user and should not be shared.

This pair of public key/private key is generated via a specific encryption al-
gorithm. The two keys are in the form of a string (they contain Latin charac-
ters, numbers, and symbols) and have a mathematical relationship between them. 
Usually, the more characters they contain the greater their security. The symbols 
and numbers occur randomly after the application of a hash function.16 These 
two keys are stored in the user’s digital wallet. Each cryptocurrency has its own 
digital wallet and therefore its own keys. For example, someone who owns three 
different types of cryptocurrencies will have three different digital wallets with 
their respective digital keys; note, however, that there already are mixed wallets 
that allow the storage of more than one cryptocurrencies in one wallet, with 
different “pockets”, namely different public keys.

The owner of a cryptocurrency is the person who owns the private key. This 
private key is only known to its owner and is the most important element for the 
operation of the digital wallet. The private key cannot be reissued. If the owner 
loses the private key, they lose access to their digital wallet and all the crypto-
currencies it contains. The public key on the other hand is the public address of 
someone’s wallet, visible to all users, and where all transactions are being made. 
But although the public key of the user is publicly visible, it is impossible (techni-
cally and computationally) to use it to find the respective private key.

Public Key

Private Key

It is used to receive funds. It identifies the
individual user’s account on the network and it
is visible and known to everyone.

It is only used to sign transactions and prove
that the individual user owns the related
public key. It is only known by the user and
should not be shared.

Public Key

Digital Wallet

FIGURE 3.2  The public and private keys of a digital wallet.
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To better understand the key pair function, this could be compared to the func-
tion of e-mails. The public key is like the email address that is known to someone 
who wants to send a message and the private key is like the password of the email 
account needed to log in and read the message. To give an example of how this 
pair of key works, suppose that Bob wants to send any type of information (i.e., a 
message or 1 bitcoin) to Mary (Figure 3.3). Bob uses the public key of Mary (her 
bitcoin address) to encrypt the digital information of the transaction. Mary then 
receives the encrypted message and she must use her private key to decrypt it.

3.3 Properties and main characteristics of cryptocurrencies

Cryptocurrencies use the blockchain technology and so they apply the main prop-
erties of safety, transparency, and irreversibility that the technology offers. These 
three and some additional properties of cryptocurrencies are discussed below.

3.3.1 Decentralization

Cryptocurrencies are based on peer-to-peer networks and not on a central 
server. Transactions are verified by the entire community, the users themselves, 
and there is no need to rely on a third party. This decentralization feature ap-
plies to most cryptocurrencies, but there are exceptions where transactions are 
verified by either a central authority or a number of delegated participants; the 
blockchain technology allows these differentiations to exist, and it is up to the 
designer of the project to decide on the level of decentralization.

3.3.2 Safety

Safety is an inherent feature of the blockchain technology that uses encryp-
tion. All transactions are encrypted, and it is practically impossible to hack them 
and change the chain of transactions. Some concerns were recently raised by 

Bob Mary

Mary’s Public key exchange

Hello Helloy6uW$1

Mary’s Private key Mary’s Public key 

DECRYPTENCRYPT

FIGURE 3.3  Example of a digital transaction.
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advancements in quantum computing, but IT experts believe that blockchain 
encryption practices can be respectively updated.

3.3.3 Transparency

There are three features of transparency in cryptocurrencies. First, transactions 
are verified by multiple nodes of the network via a group consensus mechanism. 
Second, all transactions are recorded in public databases (public ledgers). Third, 
all users have access to this public record/public ledger at any time.

3.3.4 Irreversibility

The moment a transaction is validated and a block is created and recorded in the 
blockchain, it cannot be canceled. The only way to reverse a transaction is to 
create a new one with the opposite direction.

3.3.5 Anonymity

Cryptocurrency transactions are carried out by certifying the digital signatures 
of the participants and no other personal information is needed. This anonymity 
feature has raised concerns regarding using the technology for malicious prac-
tices (i.e., money laundering and terrorism financing). However, since the entry 
and exit points to the system (i.e., the exchanges of cryptocurrencies with fiat 
currencies) can be traced, and since all transactions are recorded and are publicly 
available in the system, regulators should be able to trace any malicious practices.

3.3.6 Convertibility

All cryptocurrencies are either directly or indirectly convertible with fiat curren-
cies. Some cryptocurrencies (i.e., bitcoin, Ethereum, Litecoin) can be converted 
directly to fiat currencies. All the others should be first exchanged with the for-
mer ones before being cashed out to fiat currencies.

3.3.7 Finite supply

Most cryptocurrencies have a finite supply. Depending on the project, this finite 
supply can be either exercised from the start, namely produce and offer all to-
kens, right from the start, or can be gradually reached over time, namely tokens 
will continue being created via the mining process until a specific supply cap is 
reached sometime in the future. Note that even though the majority of crypto-
currencies have a finite supply embedded within their protocol, programmers 
can also create cryptocurrencies that have an infinite supply; the most prominent 
example here is Ethereum, which has no stated supply cap yet, but this can be 
introduced by the programmers of the project, if needed.
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3.4 Altcoins (alternative cryptocurrencies)

Bitcoin is the first fully decentralized cryptocurrency and perhaps the most pop-
ular one, but not the only one. There are currently (August 2019) more than 
2,300 cryptocurrencies with a total market value of approximately $330 billion, 
and a daily transaction volume of $130 billion. The bitcoin still has the largest 
share of the market, followed by Ethereum and Ripple (Figure 3.4).

All other cryptocurrencies (other than the bitcoin) are called “altcoins” (al-
ternative coins). Most of them appeared since the summer of 2017, mainly due 
to the meteoric rise of the bitcoin price, which started creating expectations that 
cryptocurrencies is a rising market which can bring rapid gains. As cryptocur-
rencies do not fall under any central authority or a specific regulatory framework 
and everyone can create their own, more and more altcoins started claiming their 
share in the market, and the market share for altcoins increased from 11.8% in 
2014 to 65% in 2018, dropping to 42.4% in January 2019 (Figure 3.5).

Altcoins creators adopted the key features of the blockchain technology and 
have since tried to either improve these key features (mainly on speed and pri-
vacy) or apply this technology in specific business ideas. And while bitcoin and 
some of the first altcoins were not created as business ideas to create profits, alt-
coins were mainly created as business projects.

3.5 Trends in the cryptocurrency market

In the first six months of 2017 there was a sudden and tremendous rise in the 
bitcoin price, from $967.67 at the beginning of 2017 to $19,000 at the end of 
the same year. This steep rise in bitcoin price contributed to the rise of other 
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FIGURE 3.4  Crypto market shares: January 2019.
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FIGURE 3.5 C rypto market shares: January 2014–2018.

cryptocurrencies. As the bitcoin price kept on rising, investors started looking 
more at this new market. With the bitcoin price extremely high, many inves-
tors turned to the rest of the altcoins with similar expectations of a respective 
price increase. Similarly, the second largest cryptocurrency, Ethereum, rose from 
$8.26 at the beginning of 2017 to $1,097 at the end of the year, while Litecoin 
increased from $4.37 to $300. Table 3.1 shows the capitalization, the market 
shares, and the price of the eight top cryptocurrencies in the last six years (data 
from the first week of January of the relevant year).

However, the beginning of 2018 saw the worst first quarter for the value of 
bitcoin so far. Bitcoin price had fallen to $13,412.44 by the end of January 2018 
and to $7,266.07 by the end of March 2018. This extreme downward trend af-
fected the entire coin market by dragging the prices of all other cryptocurrencies 
down. The fall was further fueled by news of frauds and hacks (such as the $500 
million fraud in the Japanese NEM), and this caught the attention of regulators 
who announced enhanced regulatory audits and interventions. At the same time, 
banks announced a tougher stance against cryptocurrencies. Lloyds banned their 
customers from buying bitcoins with their credit cards, while other major banks 
such as Chase and JPMorgan resorted to similar actions. The most popular social 
media such as Facebook and Instagram banned cryptocurrency advertisements. 
Prices were also affected by negative announcements from high-profile institu-
tions, such as the ESMA, which stated that investors risk losing all their capital 
when investing in cryptocurrencies, since these are highly volatile and are not 
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TABLE 3.1  Market caps, market shares, and prices of top eight cryptocurrencies per year

2014 2015

Name Market cap Market 
share 
(%)

Price Name Market cap Market 
share 
(%)

Price

Bitcoin $10,543,005,15 88.2 $864.89 Bitcoin $3,856,201,59 79.6 $281.79
Litecoin $617,417,99 5.2 $25.13 Ripple $656,661,64 13.6 $0.02
Ripple $218,748,69 1.8 $0.03 Litecoin $74,761,84 1.5 $2.12
Peercoin $151,559,61 1.3 $7.21 PayCoin $39,464,54 0.8 $3.2
Omni $110,190,77 0.9 $177.88 BitShares $36,149,37 0.7 $0.014
Nxt $60,503,32 0.5 $0.06 MaidSafe $21,223,34 0.4 $0.046
Namecoin $59,406,57 0.5 $7.74 Nxt $17,361,75 0.4 $0.017

BitShares $24,970,17 0.2 $19.64 Dogecoin $16,084,14 0.3 $0.0002

2016 2017

Name Market cap Market 
share 
(%)

Price Name Market cap Market 
share 
(%)

Price

Bitcoin $6,487,950,80 91.5 $431.45 Bitcoin $15,482,057,10 87.5 $963.06
Ripple $202,989,11 2.9 $0.006 Ethereum $722,829,96 4.1 $8.26
Litecoin $153,184,84 2.2 $3.49 Ripple $237,638,34 1.3 $0.0065
Ethereum $72,409,49 1.0 $0.95 Litecoin $214,726,27 1.2 $4.37
Dash $19,820,45 0.3 $3.25 Monero $185,582,50 1.0 $13.58
Dogecoin $15,091,78 0.2 $0.00015 Ethereum classic $127,129,04 0.7 $1.45
Peercoin $9,788,94 0.1 $0.43 Dash $78,695,53 0.4 $11.26
BitShares $8,687,53 0.1 $0.0035 MaidSafeCoin $44,886,08 0.3 $0.099

2018 2019

Name Market cap Market 
share 
(%)

Price Name Market cap Market 
share 
(%)

Price

Bitcoin $287,582,315,011 35.0 $17,131 Bitcoin $63,994.14 57.63 $3,617
Ripple $123,601,355,156 15.0 $3.19 Ripple $13,494.08 12.15 $0.3241
Ethereum $106,276,577,298 12.9 $1,097 Ethereum $13,143.43 11.84 $121.07
Bitcoin cash $48,683,234,684 5.9 $2,881 Bitcoin cash $2,360.14 2.13 $127.37
Cardano $26,227,470,005 3.2 $1.01 EOS $2,199.82 1.98 $2.43
Litecoin $16,400,509,416 2.0 $300 Stellar $2,042.01 1.84 $0.106
NEM $15,034,147,365 1.8 $1.67 Tehter $1,968.63 1.77 $1.00
Stellar $12,666,677,496 1.5 $0.70 Litecoin $1,942.86 1.75 $31.09
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widely accepted as a means of trading. Last, the bans from China and South Korea 
also played a key role in the lowering of prices of cryptocurrencies, as very large 
volumes were traded in these markets. Since the peak of the market at nearly $800 
billion in the early days of January 2018 and the bottom that followed at $100 billion 
in December 2018, the market in 2019 has been fluctuating at around $250 billion.

3.6 Stablecoins

One of the most important features of the term “currency” is the stability of its 
value. The extreme volatility of the cryptocurrency market has thus defied the 
very name/title that has been given to this market, that contains the term “cur-
rency” in the title. On the other hand, the blockchain technology carries some 
specific features such as, security, privacy, and transaction costs minimization 
that could greatly enhance transactions and facilitate payments globally, should 
the price fluctuation case be dealt with.

In the early 2018, after the sharp rise and fall of the cryptocurrency market, a 
need for a “stablecoin” was created and these coins started appearing in the mar-
ket. “Stablecoins” are digital assets (coins or tokens) designed to maintain their 
value. They do so via a number of different mechanisms, for example, by being 
pegged to another asset of relatively stable value (i.e., a fiat currency or a com-
modity), via a process of over-collateralization by other, relatively more stable, 
cryptos (e.g., Ether, bitcoin), or via algorithmic mechanisms.

Stablecoins share all other features of cryptocurrencies except for volatility. This 
makes them useful in facilitating transactions in cryptocurrency exchanges and as 
a means of securing profits from cryptocurrencies trading, but they are not suitable 
for speculative investments since their valuations are not volatile. Stablecoins can 
thus be used as a means of payment for daily transactions, as a storage medium, or 
as a medium of safety when investors expect a drop in the value of crypto markets.

There are three main types of stablecoins (Figure 3.6): (a) fiat-collateralized sta-
blecoins, (b) crypto-collateralized stablecoins, and (c) noncollateralized stablecoins.

3.6.1 Fiat-collateralized stablecoins

This is the simplest and most popular category of stablecoins. The idea is that any 
issued coin is covered by the equivalent fiat currency, so that each stablecoin has 
the same value as the corresponding fiat currency. In this case, there is usually a 
central authority, the coin issuer, who clears transactions (receiving transaction 
costs) and is responsible for the supply and the liquidation of the coin.

This model works as follows: A depositor deposits a specific amount of the fiat 
currency (say, US dollars) in an account, the coin issuer company issues the corre-
sponding amount of stablecoins and pays them to the depositor, who is now the sta-
blecoin holder. When the stablecoin holder wishes to liquidate their stablecoins back 
to the fiat currency, the issuer pays them back the equivalent amount in US dollars 
and at the same time removes from circulation or destroys the equivalent stablecoins.
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FIGURE 3.6  Types of stablecoins.

For example, say that each “StAble” coin is pegged to $1. Mary  deposits $100 
to StAble issuer and receives 100 units of the “StAble” cryptocurrency (or 100 
StAbles). She can then use her StAble coins to perform any transaction in the 
crypto ecosystem. If Mary wants to convert her StAbles back to US dollars, 
she will get back $1 for every StAble coin she converts. Each StAble crypto-
currency is redeemable for $1 so that the ratio between the stablecoin and the 
fiat currency will always remain at 1:1. So, when the StAble issuer pays back 
the $100 to Mary, they will have to either destroy or remove 100 StAbles from 
the circulation.

The main advantage of this type of stablecoins is that the process is simple. 
Fiat-collateralized stablecoins provide stability as they are backed by fiat cur-
rencies, while also maintaining the technological advantages of blockchain. 
On the other hand, this model requires centralization as there is a need of a 
coin issuer. So, in this case, regulation is required to regularly check the coin 
issuer. Another disadvantage is that there are transaction costs, since the issuer 
will have to be paid for the services they offer and there is no mining process 
to earn rewards.

Similar to fiat-collateralized stablecoins, some cryptocurrencies are  commodity- 
backed, where holders can redeem their stablecoins at the conversion rate to take 
possession of commodities.
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3.6.2 Crypto-collateralized stablecoins

Crypto-collateralized stablecoins are backed by cryptocurrencies. This brings 
back the issue of excess volatility in the picture. To avoid this, a process of 
“over-collateralization” takes place. For example, Bob locks (note here that 
Bob does not sell/exchange bitcoins; he locks them) bitcoins worth of $100 
and receives $50 worth of stablecoins. If the price of the underlying asset (bit-
coin here) declines, for example, by 10%, the stablecoin will still keep a stable 
price, as there will still be a value of $90 in bitcoin backing the value of each 
stablecoin. This price decline in the underlying asset (not the stablecoin) can 
go on until a predetermined threshold (say at the level of $75) is reached at 
which point an auction-type process is triggered where Bob’s locked bitcoins 
are released and offered to the market to cover Bob’s loan. This way, the market 
buys Bob’s bitcoins, his loan is settled, and the remaining amount goes back to 
him. To understand this process better, the institution that issues stablecoins 
can be viewed as a bank, the stablecoins themselves as loans, and the backing 
cryptocurrencies as collateral. In reality, Bob receives an overcollateralized 
loan and when the price of the collateral decreases the institution asks to use 
collateral to settle the loan.

The advantages of this form of stablecoins are the following: (i) their decen-
tralized structure as opposed to the centralized structure of fiat-collateralized 
stablecoins; (ii) full transparency since all transactions are recorded in the block-
chain; and (iii) fast conversion since stablecoins are easily converted to all other 
cryptocurrencies. Some of the disadvantages are the following: (i) the underlying 
assets in this category are cryptocurrencies, which are more unstable than fiat 
currencies and (ii) the underlying cryptocurrency can be instantly liquidated if 
its value drops below a certain threshold.

3.6.3 Noncollateralized stablecoins

Noncollateralized stablecoins are not covered by any asset, but they are ex-
pected to maintain their value via a controlled supply mechanism. The idea 
of this concept (developed mainly by Robert Sams, 2014) is to control the 
monetary supply and therefore the trading price by setting up a smart con-
tract that plays the role of a central bank. Monetary policy here has only 
one goal: to issue currencies that will maintain their price. In other words, 
the network burns the coins when the stablecoin price is too low, and issues 
new coins when the stablecoin price is too high. This function is supported 
by an algorithm and there is no need for any form of collateral. In fact, the 
algorithm functions as a central bank, but in a decentralized way, since in 
traditional systems central banks generally maintain the price stability of fiat 
currencies with similar mechanisms.

Table 3.2 shows the most important stablecoins of each class.
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uary 9). Available at: www.esma.europa.eu/sites/default/files/library/esma50-157-1391_
crypto_advice.pdf.

15 ECB. (2019). “Crypto-Assets: Implications for Financial Stability, Monetary Policy, 
and Payments and Market Infrastructures.” ECB Crypto-Assets Task Force, Occa-
sional Paper Series No 233 (May). Available at: www.ecb.europa.eu/pub/pdf/scpops/
ecb.op223~3ce14e986c.en.pdf.

 16 The hash function in Computer Science is the process in which a mathematical func-
tion receives random size data and returns an integral and bit-stable size string.
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4.1 Barriers to pricing and valuation

Perhaps the most important problem that investors face in the crypto market to 
date is the pricing and valuation of cryptocurrencies, tokens, or coins.1 So far, 
there are no commonly accepted pricing and valuation models to determine a 
“fair” value of tokens because the traditional economics and financial valuation 
models cannot be easily applied. This is mainly because of the broader nature of 
the traded assets, as discussed in Chapter 3, where some tokens are mainly utility 
tokens, others have plain currency features (without any fundamentals), while 
others simply reflect a new technology with unclear business applications yet. 
So, the definition and categorization of the traded assets are of great importance 
in creating valuation contexts. For example, if there is a way to categorize some 
tokens as “security tokens” or “asset tokens”, where these tokens can bring future 
cash flows, and are thus similar to shares, bonds, and derivatives, then it would 
be easier to apply the traditional valuation techniques. But even in these cases, 
it seems to be still too early (August 2019) to look at a consistent example of an 
asset token, whose project has started generating cash flows.

So, the first barrier to valuation is the inherent broadness of the nature of 
the projects they are linked with and the respective lack of a categorization that 
would allow testing some traditional valuation methods to a specific set of those 
(namely the security/asset tokens). The second main barrier when trying to eval-
uate the traded assets is the lack of track record of fundamental data that could 
serve as a basis to forecast future flows and apply respective methods such as the 
discounted cash flow method. This lack of historic fundamental data makes fun-
damental analysis almost impossible. In this context, comparative analysis should 
also be excluded since there is no comparable information structured in a com-
monly acceptable way, such as financial statements of companies.

4
“TOKENOMICS” AND VALUATION
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Another important barrier is that, in most cases, tokens have finite supplies, 
which encourages people to hold them than to trade them in the secondary mar-
ket, anticipating higher demand in the future and consequently higher prices. 
This “hold” strategy is further encouraged by the fact that most projects are 
still at their very early stages, and token holders are mainly speculators that ex-
pect that sometime in the future, the tokens they hold will eventually develop a 
“true” function that will allow them to sell them to someone who needs them as 
access to this specific function. Last, the value of a (mainly utility) token is linked 
with its use in a particular computing network, which is very different from the 
traditional cash flow generation of a company linked with its share price, which 
makes valuation even more complicated.

In this complicated context, the purpose of this chapter is to explore the 
current approaches in token pricing and valuation, bearing in mind the above- 
mentioned barriers. Various approaches are discussed, ranging from the supply 
and demand model but focusing on the supply side of the token (token monetary 
policy), to their utility side (token economics of utility), to their function as a 
currency (quantity theory of money), and to their features as financial assets 
(technical and fundamental analysis).

4.2 Token supply and demand model

A simple model of price determination in economics is the supply and demand 
model. According to the model, the price of an item is viewed as an equilib-
rium mechanism where supply and demand curves cross. This model can also be 
applied in the case of tokens. A simple application of the model can be seen in 
Figures 4.1. and 4.2, where a price increase is explored.

First, note that the supply curves in both graphs are vertical to the quantity axis. 
This implies that the supply of the token is a predetermined number, not affected by 
the price of the token. This is the case of the most cryptocurrencies, since the supply 
of tokens is a finite and predetermined number, already known to the market partic-
ipants. The way this finite number is allocated in the market may differ from token 
to token, as will be further discussed in the case of Figure 4.2, but the total supply of 
tokens to be issued is usually known in advance.

In Figure 4.1 the price of a token increases via an increase in demand, pro-
vided that the supply of tokens is stable. This is the predominant approach or 
expectation in the crypto world for the time being. Most crypto market partic-
ipants that are not actively trading, expect that the projects whose tokens they 
hold, will eventually grow to a level where specific products or services can be 
linked with so that people/entities that would like to make use of these products/
services will have to buy the respective tokens so that the demand will increase. 
Because most tokens have a finite supply, an increase in demand will drive the 
token price up, as Figure 4.1 shows.

Figure 4.2 describes the case where the demand of a token remains un-
changed, but there are changes in the supply of the token. This gives rise to the 
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so-called token monetary policy approach, which explains how changes in the 
supply of the tokens can affect their price. Since the token supply can be directly 
controlled by the issuer, while the token demand depends on factors that cannot 
be endogenously controlled, the token monetary policy approach is an area that 
has attracted much of interest in token economics and is discussed as a central 
approach of price determination in the cryptocurrency area.

The token monetary policy approach explores how tokens are distributed 
and more specifically how they are released to the public. There are several 
different types of monetary models (fixed supply, supply with constant infla-
tion rate, with decaying inflation rate, or with variable rates, algorithmic), and 
the team behind the project is the one to determine which monetary policy 
best fits their project. The simplest way in token distribution is to offer the 
entire supply of tokens to the public, at the initial coin offering (ICO) process, 
so that the token supply remains a stable and predetermined number, right 
from the start (excluding the mining process, which further increases supply 
at an already known rate). In this case, there are limited tools that the token 
issuer can use to influence the price of the token. One of these tools is to apply 
a practice similar to share repurchases, known as token buybacks. Once the 
entire supply has been offered to the market, the token issuer can buy back a 
percentage of the existing tokens, therefore decreasing the circulating supply 
and thus increasing the price, as shown in  Figure 4.2. As the chart shows, the 
equilibrium at a given time is at price P, where the supply (S) and the demand 
(D) curves intersect. If tokens are deliberately removed from the market, the 
circulating supply will decrease (from S to S1) and thus the price will increase 
(from P to P1).

There are two ways to handle the repurchased tokens. These can either be kept 
for future use, or they can be “destroyed”, a process called “token burn”. When an 
issuer applies the token buyback strategy regularly, this results in a regular upward 
trend in the token price, which satisfies long-term investors while simultaneously 
providing liquidity in the market since short-term investors that would like to exit 
can do so by selling their tokens to the issuer, who buys them back.

A second scenario, which is relatively common when tokens are issued and 
offered to the market, is to issue all tokens but to market some of them, for ex-
ample, 70%, while the remaining 30% is held by the issuer. This way the issuer 
can finance operational costs but can also increase market supply in times of high 
demand by releasing the available tokens, while simultaneously taking advantage 
of the higher price and realizing their projected return.

4.3 Quantity theory of money

A token is created to serve specific purposes within a community. The fact that 
the token is transferrable makes it automatically a means of transferring value 
in the community network. In case no problems arise within the community, 
and its members continue to believe that they benefit from being members of 
the community (in other words, if the existence of the community has value), 
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the volume and speed of (token) transactions within the community is expected 
to increase. From this perspective, tokens have the characteristics of a currency, 
and not of an asset, and the quantitative theory of money can be used to explain 
token price fluctuation. The quantitative theory of money equation (equation of 
exchange) is the following:

MV P= T

where
M: the total money supply (in our case is the token supply),
V: velocity of money (tokens)
P: the overall price level (i.e., the value of all goods and services in token terms)
T: the total transaction volume.

The equation of exchange is an identity equation, meaning that the equation 
must always be true, so that MV will always have to be equal to PT. This implies 
that the total value of all money expenditures (MV) is equal to the total value of 
all items sold (PT). Also, note that (P) is the overall price level, which has to be 
distinguished from the value a single token (PT). The value of a single token (PT) 
refers to what it can buy, whereas the price level (P) refers to the average of all of 
the prices of goods and services in a given economy. The basic causal relationship 
between the price level (P) and the value of a single token (PT) is that as the price 
level goes up, the value of the token goes down, so that PT is inversely related to 
P: PT = 1/P. The theory has two interesting implications on the price of a token 
PT when viewed at the crypto market ecosystem.

First, assuming that the velocity (V ) and the total transaction volume (T ) are 
constant, an increase in token supply (M ) will cause a rise in the overall price 
level (P). If the overall price level (P) increases, then the value of each token PT 
will decrease, because as inflation rises, the purchasing power, or the value of a 
single token, decreases.

Second, assuming now that the token supply (M ) is constant, and the velocity 
(V ) increases, the value of a single token is also expected to decrease. That is, if a 
token can be used more times at a given period to buy a specific quantity of prod-
ucts/services, the same token is available more times to buy the same amount of 
goods and services. This means that the same number of tokens are recycled more 
often within a given time period and therefore effective supply is increased; this 
increase in the effective supply has the same consequences as the increase in token 
supply discussed in the previous paragraph, leading to this inverse relationship 
between velocity and the token value. The velocity issue is of high importance 
in the crypto market ecosystem, since the technology does allow higher levels of 
velocity when compared with the fiat currency payment infrastructure, due to 
faster transaction times, lower transaction costs, relatively highly liquid markets, 
and a global scale. On the other hand, a token that is not traded because holders 
are still waiting for the “true” function to be developed by the team, will tend to 
see higher prices, since the velocity of this particular token is low.
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The application of the quantity theory of money to the crypto market eco-
system does not come without criticism. First, the theory best fits tokens that 
mainly serve as currencies and does not cover all coins in the market. Second, 
all factors in the money equation (M, V, P, T ) cannot be easily measured or esti-
mated in the crypto market ecosystem; note that in traditional economics these 
factors are estimated using respectively built mathematical models. Furthermore, 
it is hard to measure the implications a change of one variable will have to the 
other variables since the relationships between the variables is dynamic, so that 
it is problematic to assume a steady relationship among them. Note for example 
that, for most of the existing coins, M is constantly changing (i.e., via mining or 
burning), adding another layer of complexity to the estimations.

4.4 Token economics of utility

This approach refers to the utility aspect of the token. Tokens can be linked with 
certain rewards or benefits for their holders. A simple example is to provide dis-
counts for specific products of services via using the token. This would provide 
incentives for consumers to buy the token to take advantage of the discounts, 
therefore increasing the token demand and thus the price. This process will con-
tinue until the combined token price and discount it offers is still cheaper than 
using the fiat currency to buy the product/service. However, the focus here is the 
fact that the price of the token can be enhanced by linking their use with specific 
rewards and/or benefits.

There are interesting side effects of the utility aspect of the tokens. When 
tokens are linked with benefits, consumers will first have to buy them, to be 
able to take advantage of the reward, as already discussed above. Just after they 
buy them, they are expected to use either all of them or a part of them to take 
advantage of the inherent reward. By using them, they actually sell them usually 
back to the issuer, who is usually in charge of the discounted product/service, so 
that the issuer collects large amounts of the token that can then use them in the 
context of the monetary policy discussed in the previous section.

4.5 Combining the monetary policies and  
the economics of utility

The monetary policies and the economics of utility can be interlinked as strate-
gies that affect token prices. This section discusses this combination of the factors 
that affect the two strategies in price determination.

Suppose that the current price equilibrium for token X is at P1 levels, where 
“Demand X” meets “Supply X” (Figure 4.3). The team behind the project, who 
also manages the token, announces a price discount of a service they offer to any 
token holder, while at the same time, they also decide to increase the token supply by 
selling part of their undistributed tokens held in the ICO. The first action (reward an-
nouncement) will increase the demand of the token so that the demand curve moves 
to the right at “Demand 2X”. The second action (increase in the token supply) moves 
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the supply curve to the right at “Supply 2X”. These two events offset each other, so 
that the token price level remains unchanged at the P1 level.

4.6 The discounted cash flow model

The discounted cash flow (DCF) model is a valuation model in which the value 
of an item (financial asset or company) is derived based on a set of assumptions 
about the fundamentals of a business for a prespecified future time horizon. The 
logic of the model is that the value of the item in question is equal to the sum 
of the present values of a set of future cash flows derived by the item, as follows:

=∑
n

CF
Value t

(1+ )
t=1

r t

where
CFt = the annual cash flow,
r = the required return
t = the number of years (1, 2, …, n).

Assessing the DCF model in the crypto market world, the first observation is that 
tokens do not create cash flows, making it impossible to use. Specifically, the vast 
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FIGURE 4.3  Combined effect of monetary policy and economics of utility.
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majority of tokens are not (at least yet) designed to generate recurring profits 
or cash flows based on a function they perform. At best, some tokens may be 
able to generate cash flows sometime in the future when the project they give 
access to develops a product or service that can be used only via the token  utility 
rights. Some other tokens, however, are not linked with any specific project 
and  are mainly used as currencies, so that the DCF model cannot be applied 
at all.

A second observation refers to the very mechanics of the models used in the 
context of the DCF, which involve concepts that cannot be easily applied in the 
crypto market. Cryptocurrencies have no exposure to most common stock mar-
ket and macroeconomic factors, or to the returns of currencies and commodities, 
but seem to be affected only by factors inherent to the crypto market ecosystem 
itself, such as momentum factors and investors’ attention. This implies that one 
should be careful when applying traditional valuation models in the crypto mar-
ket world. For example, (r) in the DCF is usually the weighted average cost of 
capital (WACC) that includes the cost of equity, which in turn is calculated using 
the capital asset pricing model (CAPM). But the use of these models assumes that 
there are (theoretical and empirical) links between the elements that are being 
used (i.e., the risk-free rate and the beta coefficient) and the asset to be evaluated 
(i.e., the cryptocurrency), an assumption that is still questioned.

The two observations discussed above show that, to date, it is practically im-
possible to apply the DCF model as a commonly accepted valuation model for 
all cryptocurrencies.

4.7 Technical analysis

Technical analysis is perhaps the only type of traditional analysis that can be directly 
performed in the crypto market, exactly as performed in the traditional financial 
markets. It is developed within the behavioral finance context, which approaches 
finance and financial decision-making from a broader social science perspective 
including psychology and sociology. Market psychology is perceived as a decisive 
factor in asset price determination, so that the prediction of mass psychology can 
potentially lead to excess returns for investors. Technical analysis incorporates psy-
chology into the rational approach of price determination in markets and seeks to 
predict future prices based on past price patterns. It is essentially a reflection of the 
idea that prices are driven by trends determined by the changing attitudes of inves-
tors toward a variety of economic, monetary, political, and psychological forces. It 
uses market data, such as past market prices and transaction volumes, to construct 
visual observations of market graphs and to apply specific statistical techniques, 
to predict future price fluctuation. This type of data is readily and freely available 
for anyone to use in the crypto market, and any information needed to perform 
technical analysis can be easily extracted by various internet sites that record cryp-
tocurrencies’ market prices. That is why technical analysis is perhaps the only type 
of traditional analysis that can be identically performed in the crypto market, at 
least in terms of the resources needed to apply the analysis.
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4.7.1 Assumptions of technical analysis

There are certain assumptions needed so that the technical analysis can be 
performed:

 1. The market discounts everything.
Anything that affects the level of the market is reflected in prices: profit 

growth rate, political climate, quality of administration, current circum-
stances, psychological–emotional reasons (hope, fear, panic, insecurity, en-
thusiasm, etc.).

 2. Historical trends tend to repeat themselves.
Past market activity can be a valuable predictor for future price fluctuations. 

Technical analysts analyze past price patterns and are looking for signs in the 
current price fluctuations that resemble the patterns they have identified, so 
that they can predict future fluctuations based on the identified pattern.

 3. Investors behavior is generally predictable.
Investors tend to behave similarly across time and they do not change their 

investment behavior pattern. This can lead to market patterns that are easily 
observable and are expected to be repeated in the future when future and past 
circumstances are similar for investors to behave as they did in the past.

 4. Price and volume trends can be presented in graphs giving a simple and brief 
overview of possible price changes.

Price patterns can be graphically depicted. Technical analysts use graphs 
that show both primary past market data, such as price fluctuations over a cer-
tain period of time, plus the patterns identified, by using arrows and straight 
lines, to highlight the trend. This provides a simple overview of the trend 
identified and the possible future price movements, either within or outside 
the trend identified, that leads to a decision-making process based on the si-
multaneous analysis of the primary price fluctuation and the trend identified.

4.7.2 Tools of technical analysis and some crypto market examples

There are two main forms of analysis in technical analysis: diagrammatic analysis 
and mathematical-statistical analysis. Diagrammatic analysis uses specific tools 
such as line/bar charts, and geometrical patterns that can be identified via ana-
lyzing past price fluctuations. Mathematical-statistical analysis uses specific in-
dicators and oscillators, which represent statistical formulations that incorporate 
parameters of the market psychology.

4.7.2.1 Line/bar charts

Line charts are graph lines that plot the closing prices of financial assets, providing 
investors a clear visualization of price fluctuations over a given time period. Bar 
charts are similar to line charts in purpose but contain more information on price 
fluctuations. Line charts use closing prices only, while “Open-high-low-close” 
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(OHLC) or candlestick bar charts show additional information of the intra-day price 
 fluctuations, while maintaining the general trend revealed by the line chart. For ex-
ample, Figure 4.4 shows the US dollar/bitcoin (USD/BTC) price fluctuation (plus 
volume fluctuation: bar charts at the bottom) during April to August 2019, using 
candlestick bars. The thicker part of the line (resembling a box) shows the intra-day 
difference  between the opening and the closing prices of the day. The longer the can-
dlesticks, the larger the intra-day price increase/decrease. The straight lines above/
below the candlestick represent the highest/lowest prices during the day. Looking 
at Figure 4.4, a trader can identify distinct subperiods during the entire April to 
August period; there seem to be three upward periods (beginning of April to mid-
May, beginning of June to end of June, and end of July to beginning of August), 
two periods of relatively high volatility (mid-May to beginning of June, and end of 
June to mid-July) and a downward trend (around mid- August). This is the basic type 
of information needed so that traders can then use to identify patterns or conduct 
sophisticated analysis on.

FIGURE 4.4  USD-BTC Candlestick Bar Chart: January–August 2019.
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4.7.2.2 Geometrical patterns

Charting lines allow patterns to be formed. Patterns are price formations created 
by the price changes of a crypto-asset over time. Patterns can lead to the creation of 
geometrical formulations that help investors decide whether to buy or sell an asset at 
a specific point in time. There are several types of geometrical patterns in technical 
analysis, ranging from simple daily formulations to complex long-term patterns over 
a long period of time (several years). There are two main categories of geometrical 
patterns: (a) continuation patterns that show that prices are expected to follow an 
existing trend and (b) reversal patterns, which show that price trends are about to 
change, so that prices will follow an opposite direction from the existing trend.

Technical analysts try to identify these geometrical patterns to predict future 
prices. For example, Figure 4.5 shows BTC-USD price fluctuations from mid-May 
2019 until beginning of September 2019. The black lines drawn around the fluctu-
ating prices is an attempt to identify a pattern, in this case called the “descending 
triangle”, to predict how prices are expected to fluctuate in the near future. This is a 
simple example of how traders use line/bar charts, as discussed in the previous sub-
section, to identify geometrical patterns to predict future price fluctuations.

4.7.2.3 Indicators and oscillators

Indicators and oscillators are technical tools that use mathematical and statis-
tical formulations on past and current market data to help predict future price 
changes. Indicators create momentum signals of a crypto-asset, helping the in-
vestor identify upward or downward price trends. The main indicators and oscil-
lators used in crypto markets are described in the paragraphs that follow.

• The moving average convergence/divergence (MACD)

The MACD is a widely used specific type of the broader category of moving aver-
ages. Moving averages, in general, reflect the underlying price trend in a way that 
eliminates the daily fluctuations that might disorient the investor. They demon-
strate the smoothed trend of prices, providing clearer signals of buying and selling 
an asset according to the direction of the main trend. The term “moving” means 
that the average is constantly updated, via a continuous process of replacing old 
with new data. The MACD specifically shows the relationship of three moving av-
erages of an asset’s price and determines the momentum of an asset. This indicator 
is calculated by subtracting the 26-period (days/hours) exponential moving average 
(EMA) from the 12-period EMA and then compared to an 9-period EMA. The 
12-period EMA minus 26-period EMA is called the MACD line and the 9-period 
EMA is called the signal line. When these lines intersect, this provides signals to 
investors to buy or sell. For example, Figure 4.6 is the exact same with Figure 4.4, 
but it also shows the MACD analysis at the bottom of the chart. The light grey line 
is the MACD line (12-day EMA – 26-day EMA), the dark grey line is the signal 
line (9-day EMA), and the tiny bars in the horizontal line  show the difference 
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between the MACD and the signal lines. When the MACD line crosses from over 
to under the signal line, this is a sign to sell, while when the MACD line crosses 
from under to over the signal line, this is a sign to buy, as also shown in the chart.

• The percentage price oscillator (PPO)

The PPO is also a momentum indicator, very similar to MACD. The PPO 
shows the relationship between the two 26-period and 12-period EMAs (as 
in MACD), except the PPO measures percentage difference between the two 
EMAs, while the MACD measures absolute difference; specifically, the PPO is 
calculated as: (12-period EMA – 26-period EMA) / 26-period EMA. The PPO 
generates trade signals in the same way the MACD does. Figure 4.7 provides a 
PPO example, on the exact same price fluctuation period shown in Figure 4.4. 
The PPO line is the dark grey line and the signal line is the light grey line. When 
the PPO line crosses above the 9-period signal line from below, this is a buy sig-
nal and when the PPO line crosses below the signal line this is a sell signal. The 
fact that the PPO is based in percentages makes it preferable to some traders that 
wish to compare between assets with different prices.

• The relative strength index (RSI)

FIGURE 4.6  Example of MACD.
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The RSI is another momentum indicator that measures the magnitude of 
price changes. It compares the magnitude of recent gains to recent losses and 
is used to evaluate overbought or oversold conditions in the price of an asset. It 
fluctuates between 0 and 100 and follows a two-step calculation process. In step 
1, the relative strength (RS) over a specified period is calculated: RS = Average 
gains / Average losses. In step 2 the respective index is calculated as RSI = 100 – 
[100/(1+RS)]. Typically, if RSI readings are greater than 70, then the asset is 
considered to be in overbought territory, while if RSI readings are lower than 
30, then the asset is considered to be in oversold territory. Readings in between 
are considered neutral, with the 50 level being a sign of no trend. Figure 4.8 
describes how the RSI can be applied in the BTS/USD price fluctuation pattern 
already discussed in the previous subsections. The graph shows that the BTC is 
frequently overbought over the time period observed, since the RSI line crosses 
the 70 level 7 times during April to August 2019.

• Other types of mathematical-statistical analysis

There are several other types of mathematical-statistical analysis used in the 
context of technical analysis. Analysts use linear regressions to create the linear 

FIGURE 4.7  Example of PPO.
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regression line, usually accompanied by the linear regression channel, where the 
latter constructs a space that leads to buy/sell indications in case the price falls 
below/rises above the lower/upper channel lines respectively. Based on the linear 
regression approach, traders also use the R-squared coefficient, which measures 
how closely a data set fits to the linear regression line. The closer prices move in a 
linear relationship with the passing of time, the stronger the trend, so that investors 
can evaluate the trend they are observing and whether the trend is strong or weak.

4.7.3 Technical analysis and the crypto market: exploring the EMH

The main advantage of technical analysis in the crypto market context is that all 
data required to perform it are already available for free and easy to get access to. 
Analysts have access to past and even live data on price formation and trading vol-
umes that allow them to explore different technical analysis techniques in differ-
ent time spans. The application of these techniques is not time-consuming when 
compared to other valuation approaches, while there is a plethora of different 
techniques that analysts can explore, and anyone can identify different patterns 
according to the sets of data employed. Furthermore, most technical analysis 
reports focus mainly on the most important crypto assets (bitcoin, Ethereum, 
ripple, etc.), leaving a big gap for the remaining altcoins to be explored.

FIGURE 4.8  Example of RSI.
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In this context, technical analysis seems to be the best type of traditional 
analysis to use in the crypto market. The question is whether technical analysis 
works, namely whether it yields extraordinary returns for analysts. To answer 
this question, one needs to explore the efficient market hypothesis (EMH). Ac-
cording to the EMH, asset prices reflect information, so that it is impossible to 
“beat the market” consistently on a risk-adjusted basis, since asset prices should 
only react to new information. There are three forms of pricing efficiency in the 
EMH (see Figure 4.9), where each one represents a different type of information 
that should be reflected to the asset prices, if the market is efficient.

For example, for a market to be efficient at the weak level, asset prices should 
already reflect all information contained in the past and current market data. For 
a market to be efficient at the semi-strong level, asset prices should already reflect 
all publicly available information, either contained in market data or in any other 
information source that is publicly available (i.e., financial statements, industry 
reports, etc.). Last, a market is efficient at the strong level when asset prices al-
ready reflect all information, either public or private.

The implication of EMH is that if the market is efficient at any level, market 
participants cannot consistently beat the market by making use of the respective 
set of information. So, if the crypto market is efficient at the weak level, analysts 
cannot use market data, namely technical analysis, to consistently beat the market.

All private and public 
information

(STRONG FORM)

All public information
(SEMI-STRONG FORM)

Past prices
(WEAK FORM)

FIGURE 4.9  Different forms of efficient market hypothesis.
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Research is still in its infancy regarding the results of applying technical anal-
ysis in the crypto market. Latif et al. (2017) applied a series of different analyses to 
bitcoin and Litecoin to explore whether the market for these two cryptocurren-
cies is efficient. They concluded that the market is not efficient at the weak level, 
attributing their results on the fact that cryptocurrencies have no intrinsic values 
and prices depend on speculation. Caporale et al. (2018) reached similar con-
clusions finding positive correlation between past and future values for the four 
main cryptocurrencies (bitcoin, Litecoin, ripple, and dash) during 2013–2017, 
concluding that “trend trading strategies can be used to generate abnormal prof-
its in the cryptocurrency market”, a clear sign of inefficiency at the weak level. 
Last, Kristoufek and Vorvsda (2019) provide some mixed results. They study six 
main cryptocurrencies (bitcoin, dash, Litecoin, monero, ripple, and stellar) and 
find that they are all inefficient over the analyzed period, with the exception of 
July 2017 to June 2018, where most of the coins and tokens were found to be 
efficient. They also report different levels of efficiency, with dash being the most 
efficient and Ethereum and Litecoin being the least efficient.

The main conclusion is that crypto markets do not seem to be efficient at 
the weak level. Crypto markets are relatively new markets, with highly vola-
tile assets, with no fundamentals, whose price fluctuation is mainly driven by 
speculation. In this context, technical analysis may prove beneficial for analysts, 
especially for those that have already been long enough in this new market, to 
be able to take advantage from the relatively inexperienced investors that enter 
the market, attracted by the potential high levels of returns achieved in the past.

Note

 1 The term “token” will be used in the chapter, since it carries a broader nature and 
thus avoiding the limits that the terms “currencies” and “tokens” bear.
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5.1 Defining initial coin offerings

Initial coin offerings (ICOs) are an innovative way to raise capital based on the 
blockchain technology. ICOs take place usually at an early stage of the project, 
and their goal is to raise funds that will cover operating costs from the start of a 
project to its implementation. The company that performs an ICO creates tokens 
(digital chips) that are then sold directly to the public. The newly issued tokens 
cannot be bought directly with fiat currencies (i.e., pounds, euros, etc.), and 
those interested in buying tokens use the main cryptocurrencies (i.e.,  Bitcoin, 
Ethereum). So, if Bob wants to buy 100 newly issued ABCD tokens, he first 
needs to buy the respective value of bitcoins and exchange his bitcoins with 
ABCD tokens.

ICOs allow fundraisers to raise capital directly from the public, at a global 
scale, with no transaction costs, and following a relatively easy process. These 
ICO features have resulted in tremendously fast and high-valued fundraising, 
where millions of dollars can be raised in a few hours’ time. An ICO involves 
three parties (Figure 5.1): (i) business startups/projects that use the blockchain 
technology, (ii) prospective investors, and (iii) ICOs providers, which are cen-
tralized platforms on which the ICOs take place. Comparing this process with 
the respective IPO process in primary capital markets, both ends (projects and 
investors) are the same, and the substantial difference is that the fundraising facil-
itator is not an investment bank but an online platform, which makes use of the 
blockchain technology to complete the fundraising process.

To date (August 2019), the most successful ICO platform is the decentralized 
Ethereum network. This network offers the use of “smart contracts” where pro-
ject developers can create certain computer protocols that perform, enforce, and 
verify the execution of the terms of a contract.

5
FUNDRAISING

Initial coin offerings
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Investors are mainly attracted by the expectation of the future success of the 
project. When investing, they mostly aim at capital gains, expecting that the 
token price will increase. Bearing in mind that the only access to the service/
product that the project creates is via holding the project’s tokens, and that the 
token supply is usually a predetermined number, if the project is successful, the 
token demand is expected to increase and thus the token price will also increase.

5.2 The road to ICOs

The blockchain technology was introduced in parallel with the creation of the 
bitcoin network in 2008. This technology was later adopted to create new alt-
coins. Gradually, an entire cryptocurrency ecosystem started to emerge, and five 
years later, the first ICO took place. In 2013, Mastercoin managed to raise 5,000 
bitcoin, at a total value of $500,000. The amount raised may seem trivial when 
compared to the values raised in the years to come, but the successful experiment 
of Mastercoin, as the first ICO to be successfully implemented, was a significant 
milestone in this field.

It took another couple of years before ICOs started to attract considerable 
attention as a fundraising practice. The real explosion of ICOs came during 
2016–2017, where ICOs overtook venture capital (VC) in terms of value raised 
(Figure 5.2), resulting in double the value raised for October–November 2017 
($3.78 billion for ICOs vs $1.88 billion for VC).

The main driver behind this rapid development of the ICO phenomenon 
was the combination of the following two factors: (a) the relatively very large 
amounts of capital raised and (b) the short time needed for the whole process to 
be implemented. Typical examples are FirstBlood’s ICO in May 2016 that raised 
$5.5 million in two minutes, and the Bancor Foundation that raised $153 million 

Start-ups ask 
for financing

Investments

Returns

Online Platforms

InvestorsProjects

Search for 
projects to 

invest 

FIGURE 5.1  Main participants in an ICO.
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in three hours a month later. In April 2016, Gnosis project raised about $12.5 
million in 12 minutes, while “Brave” startup raised $35.5 million in 30 seconds 
in May 2017. Figure 5.3 shows the ten most important ICOs during 2013–2017.

Regulatory authorities that were carefully monitoring the ICO trends un-
til then decided to take action in regulating the industry, introducing stricter 
rules and making ICOs more difficult to implement. This change in the attitude 
of regulatory authorities, together with the sharp decline in the crypto market 
prices that followed in the beginning of 2018, have significantly contributed to 
the gradual fall of the volume of ICOs since then. Figure 5.4 shows the number 
of ICOs and the total funds raised for 2017 and 2018.

As the graph shows, there is a growing trend in total funds raised until March 
2018, followed by a steady decline, which becomes sharp after July 2018. Note 
that the June 2017 spike is due to the completion of the year-long EOS ICO, 
which raised almost $4.2 billion and is, until now (August 2019), the largest ICO 
ever conducted. As regards the number of ICOs, this continued to increase until 

Q1 2015 Q2 2015 Q3 2015 Q4 2015 Q1 2016 Q2 2016 Q3 2016 Q4 2016 Q1 2017 Q2 2017 Q3 2017 Oct- Nov
2017

0.22 0.37 0.46 0.51 0.68 0.84 0.96 1.04 1.16 1.39 1.62 1.88
0.00 0.00 0.01 0.01 0.02 0.19 0.22 0.25 0.29

1.05

2.43

3.78

Cumulative ICO/VC funding  (US$ billion)

VC ICO

US$0.4 Billion
ICOs  proceeds from companies registered in China

that must be refunded to investors

Source: Ernst & Young

FIGURE 5.2  ICO vs. VC funding: 2015–2017.
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FIGURE 5.3  Ten most important ICOs during 2013–2018.
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June 2018 and was at relatively higher levels when compared to 2017, implying 
that the average volume raised per ICO for 2018 was lower than that of 2017.

5.3 How ICOs work

Given that ICOs are a relatively recent phenomenon, one can observe significant 
case-by-case variations on how they are conducted, and there is no single process 
that is universally followed. However, there are specific steps that most of the 
ICOs seem to follow (Figure 5.5).

The first step is the pre-announcement step, which aims to inform the general 
public about the project. This is mainly done via announcements on forums and 
websites related to the blockchain technology and the crypto market (Reddit, Twit-
ter, and Telegram). The pre-announcement provides a brief overview of the pro-
ject (idea, purpose, implementation steps) and contains information about the team 
members behind the project. Based on these first pieces of information, the public 
starts providing feedback to the team. This is a very important process at these initial 
steps, first because it shows how the public reacts to the idea and the project itself, 
and second because these comments help the team refine their project until the next 
step, which is the offer. The offer is the final version of the project, which is officially 
presented and offered to the public. A central component of the offer is the white 
paper. The white paper is like a memorandum of understanding of the project, which 
contains the entire project in detail. A common structure of the white paper includes 
an executive summary of the project, the motivation, the main idea, and information 
on the marketability of the project, investor information such as token distribution 
schemes, information about the team and the advisors, and a roadmap of implemen-
tation. Another important part of the offer step is to present all technical features 
of the project, releasing the computational code of the designed application, so that 
experts can check any errors or gaps in the code.

FIGURE 5.4 Number of ICOs and total funds raised: 2017 and 2018.
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Once the offer is made public, the team focuses on their PR campaign. Since 
ICOs target the general public, information dissemination plays a vital role during 
the whole ICO process. In fact, public relations and campaign strategies are both 
key factors to ICO success. Even from the first step of the p re-announcement, 
project owners need to make sure that they use social media channels as effi-
ciently as possible to monitor and control information flows to the public and 
make use of the feedback they receive. But especially after the offer is made 
public, the PR campaign takes a central role in the ICO process. Project owners 
usually hire communication experts that advertise the forthcoming ICO, deliv-
ering speeches in conferences and online presentations, to attract investors. Part 
of the campaign is to use certain marketing strategies, one of the most popular 
of which is the so-called AirDrops. AirDrops are essentially free tokens that are 
distributed by project developers to the electronic wallets of the public.

The next step is the crowd sale. There are to date two different approaches on how 
the crowd sale is conducted. In the first case (Figure 5.6), project owners release the 
tokens on a specific date in the market and investors can buy them by exchanging 
their main cryptocurrencies (i.e., bitcoin, Ethereum) with the respective number of 
tokens based on the relative price of the token to the main cryptocurrency. In the 
second case (Figure 5.7), project owners are first funded by investors who receive 
their tokens later once the project has already been developed at a certain stage. 

Step 1: 
Pre-announcement

Step 2: 
Offer

Step 3:
PR Campaing

Step 4:
Crowdsale

Step 5:
Trading on Exchanges

FIGURE 5.5  Main steps in an ICO.
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The crowd sale is a sensitive step in the whole process, since this is the core 
step in fundraising. To increase trust and transparency, several ICO issuers use 
escrow services and even escrow-based milestones. Escrow is a financial arrange-
ment that involves a third party who is in charge of payments and transactions 
and who regulates disbursement of the funds. These third parties collect and 
store the capital raised from the investors in an escrow account and then dis-
burse these funds to the issuer once a set of pre-agreed conditions, known to 
investors, is fulfilled. This process increases the level of trust between the project 
team and the funders, and thus increases the possibility of success of the ICO. 
Escrow-based milestones mean that the project team does not gain access to the 
entire capital raised at once, but these funds are released in parts and according 
to specific milestones that the issuers have self-set. This process further increases 
trust since investors view escrow-based milestones as a way to increase produc-
tivity and fulfil the goals described in the white paper because the project team 
can only get access to the funds raised only when these milestones are reached.

The last step is to list the newly issued coin to an exchange. There are more 
than 200 cryptocurrency exchanges to date with ranging listing fees and re-
quirements. Listing a new coin to an exchange requires filling in a lengthy list-
ing form, with information about the project and the team, as well as technical 
details about the coin/token. Top exchanges require legal form (i.e., the issuer 
must be a legal entity) plus a legal opinion letter written by a law firm, which 
describes the legal features of the coin, mainly focusing on whether the coin is 
regulated by an authority and whether any licensing applies. Some exchanges 
also ask for a smart contract security audit, which can take up to a month. Once 
the application and all the required paperwork is ready, it takes a couple of weeks 
until the exchange checks the application and lists the token.

TokensCompany Investors
Cryptocurrency

Exchange

Running ICO

$

FIGURE 5.6  Fundraising in parallel with token release.
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FIGURE 5.7  Fundraising prior to token release.
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5.4 Main features of an ICO

Although ICOs is a quite recent and constantly evolving phenomenon, the way 
ICOs are conducted already shows how it has clear differentiation from other 
fundraising types. In general, ICOs are quick, global, easy to participate in, 
broad in scope regarding what they finance, not directly regulated, focus on very 
early stages of project development, and are highly risky for investors. These 
features are further discussed in the paragraphs that follow.

There is no direct regulatory framework on how ICOs should be conducted. 
As a result, there are to date either very loose or no specific regulatory restric-
tions for both investors and fundraisers. Given that ICOs can be conducted at a 
global scale, this lack of a specific regulatory framework can lead to certain risks 
for investors that are to date highlighted by most of the main regulatory author-
ities worldwide.

Most ICOs take place even before the existence of the services or goods they 
are supposed to fund, which further increases the risks undertaken by the in-
vestors. Another feature of ICOs is that they are not financed directly by fiat 
currencies, and investors must use certain cryptocurrencies to buy tokens. Fur-
thermore, most ICOs last for a very short period of time, which means that 
fundraising takes place very quickly.

Last, ICOs are based exclusively on the blockchain technology, meaning that 
they are run on decentralized electronic platforms. Funds are transferred directly 
to fundraisers, thereby eliminating the need for intermediaries, which signifi-
cantly reduces fundraising costs. This direct financing means that fundraisers can 
make use of the funds raised much more quickly than in conventional fundrais-
ing practices. Also, the fact that fundraisers receive the main cryptocurrencies 
exchanging their newly issued tokens is another positive feature for them since 
these specific cryptocurrencies can be directly converted to fiat currencies. A 
positive feature for investors is that there are digital trading platforms on which 
they can exchange their tokens and can thus liquidate their investment relatively 
easily without any early redemption penalty. The existence of this secondary 
market is a very important feature for investors since there is usually no second-
ary market in the conventional venture capital investments, where the liquida-
tion time horizon for investors in start-ups usually lasts for years.

5.5 Tokens

Tokens are the main transaction vehicles that ICOs use. We briefly introduced 
tokens in Chapter 3 and this section will now focus on the features of tokens 
from an ICO perspective. In Chapter 3 we saw that tokens and cryptocurrencies 
share some common features, but they also differ in the range of functions they 
perform. They are both decentralized convertible virtual tools that use cryptog-
raphy to operate in a distributed, decentralized, and secure environment. They 
are both viewed as the digital representation of a value that can be digitally 
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transferred and they can function as a medium of exchange, a store of value, and 
a unit of account. But tokens perform a broader role and are not restricted to be-
ing just a “currency”, providing to their holders privileged access to the product 
or service for which they are issued. The term cryptocurrencies puts emphasis on 
transactions, while the term tokens emphasizes (the broader) utility.

There are fundamental differences between ICO tokens and IPO shares. To-
kens differ from shares in their purpose and nature. They do not carry ownership 
rights but provide utility rights and are more project-oriented than shares, which 
are more cash flow–oriented. This project-oriented nature provides a form of 
uniqueness to each and every token. Since project A is different from project B, 
the tokens that will be issued and sold to finance these two projects, respectively, 
will also provide access to different functions. This uniqueness of each token is 
made possible via the use of smart contracts.

Each token has value only within the system it operates. It is an integral part of 
the project it was designed to finance. In this sense, the token has a dual purpose: 
(a) to raise funds for the project owner and (b) to provide access to the product 
itself for the holder. Each token incorporates minimum obligations of the issuer 
(project owner) to the holder and the real value of the token depends on the 
utility they have in the operating network they function within. This utility can 
exist in different forms, depending on each project itself, and, to date, there is no 
formal categorization of different groups of utilities.

5.6 The importance of white paper in ICOs

The first whitepaper was the bitcoin white paper, issued in 2008. Since then, 
almost all projects use white papers to explain the project to the public. Par-
ticularly in recent years, where the crypto market has gradually moved closer 
to being a form of investment, white papers started to play a central role in the 
ICO process.

White papers must be explanatory, understandable, and clear. They are the 
most important information vehicle between the project team and the funders/
investors, and they are similar in purpose with the prospectus in IPOs. So far, 
and contrary to the IPO prospectus, there are no official regulatory requirements 
that an ICO white paper will have comply with. Each team decides on what 
information to disclose, but the majority of white papers tend to include the fol-
lowing information: (a) the idea of the project, what it aims to achieve, prospects, 
and risks involved; (b) investor information, such as token creation and distri-
bution, token usage and rights, geographical coverage (some countries might be 
excluded due to regulatory obstacles); (c) a clear timetable per implementation 
stage; and (d) information about the team behind the project.

The problem-idea issue needs to be described very clearly, and an extensive 
reference to the service that the project will create needs to be made, so that 
funders can understand the purpose of the project. The team of the project needs 
to demonstrate that they understand the goals and motives of potential investors 
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and any technical risks that may arise while implementing the project should be 
clearly discussed.

Clear information should also be disclosed on the process of token creation 
and distribution, such as the total number of tokens to be issued, the percentage 
of tokens that remain to the team and/or the advisers, the way the tokens will be 
created and distributed in the future, etc. The white paper will also need to refer 
to the type of rights that the tokens offer to their holders and how the tokens can 
be used in the context of the project.

The white paper must also provide a clear timetable spread over the vari-
ous implementation stages. Most projects include several implementation stages/
milestones and the project team will need to show information on when they ex-
pect to reach them and how they will be financed. In most cases, these milestones 
are also linked with funding release from the capital raised at the ICO stage, as 
already discussed previously.

Information on team members is of vital importance as well, even though the 
ICO practice did not start with providing enough information about the team. 
The first ICOs did not refer extensively to team members, but as ICOs attracted 
investors’ interest, this gradually changed. In fact, bearing in mind that most pro-
jects are at seed level, the team behind each project is one of the most important 
information that investors should be looking at. The white paper will need to 
make extensive reference to each member of the team, to their experience, skills, 
talent, and how they are linked with the project.

White papers are this one key document where all ICO details come together 
and are synthesized. It must provide a prospective investor/funder a full picture 
of the project and give them enough information to make an informed decision. 
This document should aim at building confidence to funders/investors about the 
idea of the project, about the reality of its implementation, and about the capa-
bility of the team to bring it through.

5.7 Comparing ICOs with IPOs and crowdfunding

The closest traditional fundraising types that ICOs can be compared with, are 
initial public offerings (IPOs) and crowdfunding. ICOs share some common 
features with IPOs and crowdfunding, but they also have significant differences, 
as discussed in the following subsections.

5.7.1 ICOs and IPOs

The main objective for both ICOs and IPOs is to raise capital. Both ends are the 
same, meaning that project owners/entrepreneurs are looking to raise funds from 
funders/investors. However, there are some very significant differences between 
the two.

In IPOs, investors become shareholders in established companies that already 
have developed their own company assets and have long started generating cash 
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flows. Investors receive shares, which represent ownership of the company, at 
a certain percentage based on the number of shares they buy. As shareholders, 
investors in an IPO have voting rights on significant company decisions, and 
they are entitled to receive compensation in case the company is bankrupt and 
liquidated. Last, the means of return for IPO investors are usually two: div-
idends and capital gains. On the other hand, ICOs take place at a very early 
growth stage of a project, usually at seed stages of a startup, that has no ready 
product or service, and thus no cash flows yet. Investors receive digital tokens 
that give them access to and privileged usage of a future product or service. To-
ken holders do not have (at the majority of ICOs to date) any ownership rights 
on the company that runs the project and thus no dividend or compensation 
rights in case of liquidation. They mainly aim at capital gains, expecting that 
the demand of the token will increase once the product/service is created, so 
that the price of the token will also increase, given that the token supply is a 
predetermined number of tokens.

Pricing also differs significantly. In IPOs, there are certain valuation practices 
applied to price the newly issued shares, and the IPO company usually hires 
investment banks that help them determine a fair price based on a list of factors 
linked with the company and the market. In ICOs, pricing is a very difficult task 
since no fundamental analysis can be applied, first, because of the absence of track 
record data, and, second, because of the very nature of the ICO, which is difficult 
to monetize. In terms of price fluctuation, there are no market rules in the crypto 
market (i.e., market limits, order size limitations) to prevent extreme volatility 
and large token holders are more able to manipulate the market since there are 
no lock-up periods for founders/entrepreneurs.

Another important difference is the level of intermediation. Most IPOs are 
handled by underwriters who are heavily involved with many aspects of the IPO, 
from providing advice and filing documents to undertaking the entire offering. 
In the case of ICOs, project owners are more heavily involved, and the role of 
advisers is significant, but not at such high levels as in the IPOs. Last, IPOs are 
heavily regulated and there are specific requirements around offerings, market-
ing, and disclosure. In the case of ICOs, regulatory requirements are either un-
clear or inexistent. Table 5.1 summarizes the main differences between ICOs and 
IPOs, as discussed in the paragraphs above.

5.7.2 ICOs: crowdfunding

ICOs are often referred to as blockchain crowdfunding. These two funding 
forms are closer to one another than ICOs and IPOs, for the following four main 
reasons: (a) they both take place at an early growth stage of the company/project, 
(b) they both make use of online technology infrastructure more than in the 
case of IPOs, (c) they both make extensive use of social media for disseminating 
information, and (d) retail investors take a more central part at their campaign in 
both forms when compared with IPOs that aim relatively more at institutional 
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investors. However, there are still significant differences between the two, as 
discussed in the following paragraphs.

First, there are already clear categories in crowdfunding that are widely rec-
ognized in official regulatory documents. Specifically, a widely followed catego-
rization, based on the type of reward that the funder receives, is the following: 
(a) donation, (b) reward, (c) lending - peer-to-peer, minibonds, and (d) equity 
crowdfunding. This allows the development of specific regulatory requirements 
per type and to date the regulatory requirements for crowdfunding with financial 
returns (points c and d) are stricter than those of donation- and rewards-based 
crowdfunding. In the case of ICOs, there is no such clear categorization to group 
projects to categories with similar features. The fact that different crowdfund-
ing forms are recognized gives rise to another main difference between the two 
financing forms: in all ICOs, funders receive tokens, while in crowdfunding 
funders may receive nothing (donation), or something nonfinancial (reward), 
or a financial security (equity crowdfunding) or a claim (peer-to-peer lending).

In terms of product development, products/services in the case of crowdfund-
ing are usually at a slightly more advanced level when compared to ICOs. A very 
important difference between the two financing forms is that tokens are traded 
in a secondary market, while there is no such market in the case of crowdfunding 
(with a few individual exceptions that are due to platform initiatives). This means 
first that there is a price for tokens and second that investors have an exit option, 
two very important features for investors, that crowdfunding does not offer.

Last, the use of blockchain technology in ICOs results in a couple of payment- 
related differences as well. In crowdfunding campaigns, fundraising is done 
through traditional channels such as bank accounts and credit cards and project 
owners receive the funds raised in fiat currencies. While in ICOs, project owners 

TABLE 5.1  ICOs vs. IPOs

IPOs ICOs

Issuers Established companies Startups
Investors Institutional and private/

mutual funds
Everyone/blockchain supporters 

globally
Investors receive Shares Tokens
Return of investment Dividends/capital gains Access to/privilege usage of a 

future product/service
Duration of offerings Lengthy Short
Access to offerings Limited availability Open to anyone
Pricing Certain valuation methods Challenging valuation
Track record data Balance sheets No track records
Intermediation Investment banks/

underwriters
Project owners/advisors

Regulation Regulated by financial 
authorities

Not currently regulated
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receive cryptocurrencies for selling their tokens and the payment transactions 
take place via the use of the blockchain technology without the need of a finan-
cial institution. Table 5.2 summarizes the main differences between ICOs and 
crowdfunding, as discussed in the paragraphs above.
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6.1 Introduction

Regulatory intervention is a critical survival factor at the early stages of any 
innovation. Regulation can either destroy or enhance and further develop any-
thing new that has grown enough to attract it. The crypto market could not be 
an exception. Regulators were at first indifferent when bitcoin was launched and 
started having a closer look at the crypto market when the latter started getting 
larger. A key year was 2017, when the amount of funds invested in ICOs globally 
was more than double the amount invested via VC. This attracted the attention 
of regulators, who had remained silent for a long time about this phenomenon, 
and in 2017, the time has come to start looking deeper in this area.

Regulatory authorities of most countries are mainly concerned about ICOs 
because they carry high levels of risk for investors due to the lack of a clear regu-
latory framework. As regulators started investigating this new phenomenon that 
exploded in a very short period of time, they came across a difficult puzzle to 
solve; how tokens are defined, what their specific features are, and, in particular, 
how close they are to financial assets. If tokens are similar to financial assets, they 
could be treated as such and little adjustments need to be made in the existing 
regulation for financial assets and the respective markets. But, as discussed, to-
kens and financial assets show some significant differences that make the job of 
regulators a difficult puzzle to solve.

The purpose of this chapter is to explore the regulatory framework in the 
crypto market and particularly how the most important jurisdictions approach 
ICOs. The specific case of ICOs is chosen since the fundraising process attracts 
high levels of regulatory scrutiny in traditional markets; however, several refer-
ences are made to other parts of the crypto market from a regulatory perspective 
as well. The information provided in this chapter was constantly updated until 

6
THE REGULATORY FRAMEWORK
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the summer of 2019 and may be out of date by the time you read the chapter. 
However, the sections that follow provide at least a picture of how the main ju-
risdictions globally treated ICOs at the very beginning of this phenomenon, plus 
they provide sources that allow the reader to update their own knowledge about 
recent developments. The countries are listed in a calendar order, according to 
when they published an official document that made direct reference on how 
ICOs should be regulated.

6.2 United States

The US authorities became the first major jurisdiction to take a stand on how 
they plan to regulate ICOs. On July 25, 2017, the US Securities and Exchange 
Commission (SEC) published their report1 of investigation for the decentralized 
autonomous organization (DAO),2 a virtual organization embodied in computer 
code and executed on blockchain, asking “the threshold question whether DAO 
Tokens are securities” and concluding that they indeed are, according to the 
Federal Securities Law.

In the press release that accompanied the report,3 the SEC said that “issuers of 
distributed ledger or blockchain technology-based securities must register offers 
and sales of such securities unless a valid exemption applies” and that “securities 
exchanges providing for trading in these securities must register unless they are 
exempt”. This practically meant that ICOs must register with the SEC, must 
receive a special license, and must register the issued digital tokens.

In September 2017, the SEC created the Cyber Unit,4 whose role was to look 
for illegal activities on cyberspace, including the distributed ledger technology 
(DLT).

To date (August 2019), there is no law prohibiting ICOs in the United States, 
the authorities use a slightly more open approach regarding whether tokens 
should be treated as securities, and the SEC emphasizes the following “5 things 
to know”5:

 1. ICOs can be securities offerings.
ICOs, based on specific facts, may be securities offerings, and fall under 

the SEC’s jurisdiction of enforcing federal securities laws.
 2. They may need to be registered.

ICOs that are securities most likely need to be registered with the SEC or 
fall under an exemption to registration.

 3. Tokens sold in ICOs can be called many things.
ICOs, or more specifically tokens, can be called a variety of names, but 

merely calling a token a “utility” token or structuring it to provide some 
utility does not prevent the token from being a security.

 4. ICOs may pose substantial risks.
While some ICOs may be attempts at honest investment opportuni-

ties, many may be frauds. They may also present substantial risks for loss or 
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manipulation, including through hacking, with little recourse for victims 
after-the-fact.

 5. Ask questions before investing.
Th SEC urges potential investors to ask questions and demand clear an-

swers before investing.

6.3 Singapore

Singapore is the first country in Asia (and third in the world) where ICOs took 
place.6 Singapore has long been a worldwide destination for startups, mainly 
because the state provides several incentives for startups such as specific funding 
and tax incentives. Several promising projects have already been launched in 
Singapore, via the country’s fintech support program in cooperation with the 
Monetary Authority of Singapore (MAS) and the central bank of the country. 
MAS supports ICOs in order to maintain the country’s position, not only as an 
important financial center, but also as a country of innovation.

On August 10, 2017, and shortly after the SEC’s press release regarding the 
ICOs, MAS issued a similar press release7 stating that ICOs and the tokens that 
emerge respectively will be regulated by MAS, provided that they are products 
that fall under the Securities and Futures Act (SFA). Furthermore, they informed 
potential investors about the risks of ICOs, pointing out that the majority of 
them are uncertain investments promising high returns and with insufficient li-
quidity in the secondary market. They also provided advice on the measures that 
should be taken by those who wish to get involved in an ICO.

Three months later, in November 2017, MAS issued a “Guide to Digital To-
ken Offerings”8 that aimed to provide general guidance on the application of the 
Singaporean securities laws in relation to offers or issues of digital tokens. The 
content of the guide had no legal validity and it did not amend or replace any 
existing laws, regulations, or requirements. According to the guide, any ICO or 
token that has the characteristics of a capital market product (i.e., capital market 
securities, debt securities, futures, contracts negotiating future currency lever-
age, etc.) will be regulated by the MAS.

The guide also mentioned that the authorities would examine the structure 
and characteristics of, including the rights attached to, the issued tokens per pro-
ject, to determine if the they can fall under the definition of any type of a capital 
markets product under the SFA. Such products are tokens that may represent: (i) 
ownership interest in a corporation or a business trust, (ii) a debenture, or any 
evidence of indebtedness, (iii) a derivatives contract, and (iv) a unit in a collective 
investment scheme (i.e., funds). The guide also included some case studies with 
examples, to clarify when the SFA applies to ICOs, noting that these case studies 
“are not indicative or determinant” of the way the Authority will decide whether 
the ICOs fall under the law, as each one will be checked on a case by case basis.

The guide was updated in April 2019,9 and MAS added that all intermediaries 
in an ICO are subject to law and are required to respect the guidelines based on 
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Anti-Money Laundering (AML) and Countering Financing of Terrorism (CFT) 
policies. Intermediaries were clarified as being any party involved in an ICO 
process, such as token issuers, operators of ICOs platforms, trading platforms, 
and financial advisers. The guide also stated that the ICO platform should hold a 
license for the provision of capital market services as well as the financial advisers 
should be licensed to provide financial advice.

Finally, the latest guide included information on the implementation of a reg-
ulatory sandbox10 for the MAS regulated tokens. In this context, any company 
wishing to use innovative technologies to provide financial services regulated 
by MAS could apply to join the regulatory sandbox scheme. MAS assumes that 
the interested companies take all the necessary due diligence measures before 
applying and that they are aware of the legal and regulatory requirements for the 
development of the proposed financial service. Once the application is approved, 
MAS would provide the appropriate regulatory support, relaxing the specific le-
gal and regulatory requirements. These latest advancements show that Singapore 
aims at strengthening the regulatory framework for ICOs, rather than adopting 
a harsh stance against this new industry.

6.4 Canada

Cryptocurrencies are considered by law to be “commodities” since 2013 in Can-
ada. ICOs are permitted and any trading capital gains are taxed. The Canadian 
Securities Administrators (CSA) published (August 24, 2017) a framework11 to 
regulate ICOs and said that when the issued token has the characteristics of 
financial securities or derivatives, the Securities Act applies. According to the 
Authority, ICOs that seek to raise capital should initially check whether this cap-
ital falls under the category of financial securities and should contact the country 
regulators to discuss possible approaches to comply with securities laws.

On March 14, 2019, CSA and the Investment Industry Regulatory Organi-
zation of Canada (IIROC) issued a joint consultation paper12 suggesting a reg-
ulatory framework for new trading platforms specializing in crypto-assets; this 
showed a clear signal that the authorities were interested in developing a clear 
regulatory framework for the cryptocurrency exchange platforms, aiming at pro-
viding greater integrity in cryptocurrency markets while protecting investors.

6.5 China and South Korea

China is the first country that officially banned ICOs. On September 8, 2017, a 
public notice signed by several institutions in China was issued, which imme-
diately banned ICOs.13 The notice recognized that a large number of ICOs had 
recently taken place, giving rise to speculation and inviting suspicion of illegal 
financial activities. Also, all the issuers whose ICOs had been completed were 
asked to return the money raised back to the investors. The measures to reduce 
the ICOs included prohibiting applications and platforms on websites through 
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which ICOs are conducted and revocation of licenses to those who conducted 
ICOs, while banks in the country were prohibited to provide directly or indi-
rectly such services. The public notice, however, did leave it open to lift the ban 
in the future, when market conditions are more mature.

In South Korea, the initial position for ICOs was to regulate them as secu-
rities’ issues. However, in September 2017,14 the Financial Stability Committee 
(FSC) of South Korea banned all ICOs stating that such activities hide many 
risks and require careful control and continuous monitoring and imposed severe 
penalties on those who were involved in ICOs issues. It should be noted that the 
ban only applied to ICOs, and cryptocurrency transactions in South Korea were 
still allowed, and since January 2018, all cryptocurrencies transactions are carried 
out with the real name of the owner to prevent money laundering.

6.6 United Kingdom

The UK is a country that is traditionally open to new technologies and therefore 
the UK authorities did not consider digital coins as a threat. On the contrary, the 
regulatory authorities expressed their encouragement on the innovative applica-
tions of startups that use the blockchain technology.

In a discussion paper that was published in April 2017,15 the Financial Conduct 
Authority (FCA) stated that depending on how ICOs are structured, some of them 
may also fall under the existing regulatory framework. This may happen because 
ICOs have many common features with IPOs, therefore they might need to be 
approved by the FCA. The FCA also considered that tokens can be transferable 
securities, therefore they should fall under the respective regulatory regime.

On September 12, 2017, FCA issued a warning16 to investors about the risks of 
ICOs, characterizing them as “high risk speculative investments”. The risks par-
ticularly highlighted were the incomplete information that some ICOs can pro-
vide to investors, the risk of fraud, and the highly volatile prices of tokens. They 
also pointed out that many ICOs were based abroad and were thus not regulated 
by the FCA, so that in case of fraud investors are not protected by the respective 
agencies of Britain. At the same time, they stressed that even though companies’ 
intentions may be in good faith, the fact that ICOs plans were at an experimental 
stage may put investors at risk. Therefore, they suggested, investors should carry 
out a thorough research, prior to an investment in an ICO, to ensure that they 
are confident about the quality of the project (business plan, technology, parties 
involved) and to be even prepared to lose the entire invested capital.

In October 2018, the Cryptoassets Task Force, in collaboration with FCA, 
HM Treasury, and the Bank of England, published a report17 on the impact of 
crypto-assets and the DLT on financial services. The report referred to several 
examples of crypto-assets and other DLT applications that drove innovation in 
financial services, but it also mentioned specific risks that have been identified re-
garding consumers, market integrity, and financial crime. The report concluded 
that the authorities should take measures to address these risks and encourage 
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innovation in the future. Thus, in January 2019, the FCA issued a consultation 
paper18 discussing guidelines on where crypto-assets interact with the current 
regulatory “perimeter”, while they said that they could assist businesses that op-
erate in the relevant field.

Another important part of this paper was that the FCA divided tokens into 
the following three distinct categories, where different rules could be applied:

Exchange tokens: These tokens currently fall outside the regulatory perimeter, 
and, therefore, “the transferring, buying and selling of these tokens, including 
the commercial operation of cryptoasset exchanges for the exchange of tokens, 
are activities not currently regulated by the FCA”.

Security tokens: These tokens meet the definition of a Specified Investment 
and, possibly, a Financial Instrument under MiFID II. These tokens fall within 
the scope of the FCA and finance regulation.

Utility tokens: The FCA states that “as utility tokens do not typically exhibit 
features that would make them the same as securities, they will not be captured 
in the regulatory regime, unless they meet the definition of e-money”.

6.7 Australia

Australia also maintains a positive attitude toward ICOs and was one of the first 
countries to issue regulatory guidelines for ICOs. On September 28, 2017, Aus-
tralian Securities and Investment Committee (ASIC) issued a regulatory guide19 
for startups that intend to launch ICOs. In this guide, ASIC recognized the 
dynamics of ICOs and the fact that they contribute significantly to fundraising 
activities, but they pointed out that every ICO should comply with the relevant 
laws. They also stated that ICOs that aim to raise capital must notify the regula-
tory authorities, register with them, and obtain a special license. Last, companies 
that use ICOs must keep a record of the tokens, while in case the ICO offers 
derivative products, a special license is required. Finally, the Australian govern-
ment introduced draft legislation for an enhanced regulators sandbox,20 allowing 
fintech startups to operate under a special regulatory environment, to enable new 
and innovative financial technology products and services to be tested.

6.8 Switzerland

Switzerland is already known for its progressive banking regulations, and it also 
proves to be one of the friendliest countries for cryptocurrency and the block-
chain technology. On September 29, 2017, the Swiss Financial Market Super-
visory Authority (FINMA) published a directive21 stating that it welcomes and 
recognizes the dynamic market of ICOs that have then been in high demand. 
They also recognized that there was no regulatory framework for ICOs, neither 
in Switzerland nor at international level, and that ICOs did not seem to violate 
any of the existing supervisory arrangements while some of them were likely to 
be covered by the existing laws.
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A few months later, on February 16, 2018, FINMA published new guide-
lines22 to complement its previous directive, where the focus was shifted to the 
purpose of issuing the tokens, rather than a legal analysis.

FINMA categorized tokens into the following three types, recognizing pos-
sible hybrid forms:

  i Payment tokens: used as a means of payment for the acquisition of goods or as 
a medium of transfer of value;

 ii Utility tokens: designed to give their owner digital access to an application or 
service;

iii Asset tokens: treated as assets that can bring future profits, in other words, 
similar to shares, bonds and derivatives.

The approach and the style of this directive clearly showed a positive attitude and 
interest of FINMA on the crypto-market.

6.9 Japan

Japan has so far maintained a positive position in the cryptocurrency industry 
having already set up a framework that makes it legal to use cryptocurrencies for 
payment purposes. Japan’s approach to the ecosystem of cryptocurrencies has so 
far attracted several ICOs in the country, especially after the Chinese govern-
ment banned ICOs, when many startups headed to Japan.

On October 27, 2017, the Financial Services Agency of Japan (FSA), the au-
thority in charge of banking and insurance supervision, issued a press release23 
warning investors about the risks of ICOs. The two main risks highlighted were 
excess price volatility and the risk of potential fraud. The warning also men-
tioned that investors deal at their own risk and should invest only after under-
standing enough the risks and the content of an ICO project. It also stated that, 
depending on how ICOs are structured, they may fall under already existing 
regulation, such as the Payments Service Act and the Financial Instruments and 
Exchange Act and in this case, tokens issuers are required to comply with the 
above laws. Finally, they advised startups that conduct ICOs to fully comply with 
legal requirements, otherwise they could be prosecuted.

At the end of 2018, The Japan Cryptocurrency Business Association ( JCBA) 
launched an ICO working group to develop appropriate ICO laws and regula-
tions, an initiative that was welcomed by the Japanese regulatory authorities. On 
March 8, 2019, JCBA released their “Recommendations on New ICO Regula-
tions”24 focusing on how the domestic exchanges in Japan could be expanded to 
include cryptocurrencies. Regarding the ICO tokens, JCBA stated that

Given that ICO tokens can promote Japan’s industrial development in the 
future as a new financing method, it is not desirable to impose extremely 
strict regulations on those with a low risk from the perspective of user 
protection, which would make it virtually impossible to conduct ICOs.
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Last, JCBA pointed out that the existing regulations lack balance, as they fail to 
take account the particularities of noninvestment ICOs. For this reason, they 
suggested separate regulations for utility tokens, since, contrary to security to-
kens, they serve as a means of settlement.

As for stablecoins, the regulatory framework still (Summer 2019) remains 
unclear in Japan and JCBA suggests that these should also be classified as cryp-
tocurrencies, since stablecoins use the same technology as cryptocurrencies and 
they are mainly traded on cryptocurrency exchanges as well.

6.10 European Union (EU)

ICOs are allowed in the EU, provided that anti–money laundering policies are 
respected, that each ICO operation plan complies with the required business reg-
ulations, and that the respective licenses are granted. In this context, the Euro-
pean Securities and Markets Authority (ESMA) published (November 13, 2017) 
two statements regarding the ICOs – one for investors and one for companies.

As regards investors,  ESMA characterized ICOs as highly speculative in-
vestments, highlighting the following features. First there is a high risk of capital 
loss, due to high token price volatility. Second, most ICOs are not so far cov-
ered by any regulatory framework, which leaves investors unprotected in case of 
fraud. Third, the technology on which ICOs are based is still at an early stage 
and there is a high possibility that problems may appear. Last, the information 
that investors rely upon in order to invest cannot be officially controlled, and 
therefore investors can be misled.

25

As regards companies,26 ESMA stated that the structure of the ICO will de-
termine whether it falls within the EU regulatory framework or not. In case the 
tokens created by the ICO are transferable securities, the ICO must then comply 
with the EU regulatory requirements. That is, the company must publish an 
approved prospectus for the offer of transferable securities to the public and must 
receive the respective licenses. Also, under the 4th Anti-Money Laundering Di-
rective, each company must have the necessary control systems and must take 
customer due diligence and continuous monitoring measures.

On January 9, 2019, the European Banking Authority (EBA)27 and the Eu-
ropean Securities and Markets Authority (ESMA)28 published two reports pro-
viding advice on crypto-assets for the European Commission (EC), the EU 
Parliament, and the European Council. EBA mentioned that they monitor the 
progress of crypto-assets and analyze whether they fall under the Payment Ser-
vices Directive 2 and the E-money Directive. They also noted that, due to the 
uncertainty regarding the implementation of the current Financial Services Act, 
each country approaches the issue differently. Finally, they advised on a contin-
uous monitoring of crypto-assets as well as on their cost–benefit analysis as they 
expect rapid advancements in this area in the near future. The report ended with 
the following three main conclusions: (i) crypto-assets raise concerns regarding 
market integrity and consumer protection, (ii) most crypto-assets typically fall 
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outside current EU financial services regulation, and (iii) crypto-assets activity 
in the EU is expected to increase. ESMA suggested that a special framework for 
crypto-assets that do not qualify as MiFID electronic money or financial instru-
ments is created. They also stressed that such a framework should be tailored to 
the specific risks of crypto-assets and to the different requirements of each type. 
Both authorities concluded that when crypto-assets do not fall within the scope 
of EU financial services regulation, consumers are exposed to significant risks, 
and that all crypto-assets must be subject to anti-money laundering legislation.

6.11 Comparative analysis and conclusions  
of regulatory approaches

A common finding in all jurisdictions is that they all started regulating the ICO 
field after the summer of 2017. Until then, authorities were initially either in-
different, or reluctant, or even they were letting the industry grow and evolve 
by taking soft positions, from discussions or warnings (China, Japan) to official 
support (Switzerland, Singapore). During 2017, the crypto market ecosystem saw 
an explosion in both market values of cyptocurrencies and number of ICOs and 
respective funds raised, which prompted authorities to take action.

The first formal piece of regulation did not come until the July of 2017 where 
the US SEC issued the report for the DAO tokens, a step that might have worked 
as a signal to other authorities to follow with official regulatory decisions. All 
other jurisdictions followed the United States very quickly, issuing their legisla-
tion in just a couple of months after the United States.

Table 6.1 summarizes the different regulatory approaches discussed in the pre-
vious sections. All approaches can be categorized under the five following cases:

 1. No position for ICOs
 2. Active ICO and blockchain technology support
 3. Active discussions and warnings
 4. ICOs are regulated by the relevant legislation according to their nature
 5. Prohibition of ICOs

Most regulatory authorities, based on the SEC interpretation, first explore 
whether digital tokens can be linked with financial securities, provided that the 
ICO structures that issue the tokens are such that these tokens share similar 
characteristics with financial securities. For example, the regulatory authorities 
of Canada, Australia, Singapore, and Japan are trying to regulate the ICOs via 
their existing rules on securities. This approach may be advantageous for investor 
protection purposes, but the real impact for the ICOs projects is still unclear since 
the regulatory burden is supposed to be relatively high in this case. For example, 
several ICOs in the United States either look to ensure that their tokens do not 
qualify as securities and therefore do not fall under SEC’s regulations, or they are 
conducted in other countries and exclude US citizens for the same reason.



78 The regulatory framework

The UK and Switzerland are to date the friendliest jurisdictions in terms of 
how they approach blockchain applications and the ICOs. These two countries 
differ from the group of countries discussed above in the sense that they have not 
strongly stated that their starting point is to explore whether tokens are financial 
assets; rather, they both introduce different categories of tokens, and thus leave it 
open on how these should be regulated.

European authorities have so far chosen to monitor how the industry evolves, 
without yet taking an official position on how to treat ICOs. There is no 
 pan-European framework to cover all member states, and each state applies their 
own rules and approaches, based on the existing regulation that covers other 
areas of financial services. In this context, European projects that aim to conduct 
ICOs choose countries that have expressed a friendlier approach to ICOs (like 
Estonia, United Kingdom, and Switzerland), hoping that any forthcoming regu-
lation will entail relatively few restrictions. This creates certain problems in cases 
where the project is legally based in one country, but investors that back the pro-
jects come from many other European countries, so that it is unclear which rules 
apply if something goes wrong with the project. This is why ESMA suggests that 
a single and pan-European regulation of ICOs should exist, covering a broader 
range of blockchain technology applications in general.

TABLE 6.1  Regulatory approaches of main jurisdictions

2008–2015 2016
Jan–June

2017

July–Aug Sept–Nov
2018–2019

UNITED STATES ----------

SINGAPORE ----------

CANADA

CHINA – SOUTH 
KOREA

-------- ---------- ----------

UNITED KINGDOM ---------- ---------- ---------- ----------

AUSTRALIA ----------

SWITZERLAND ---------- ----------

JAPAN

EUROPEAN UNION

No position for ICOs

Active ICO support and Blockchain Technology

--------------Active discussions and warnings------------

ICOs regulated by the relevant legislation according to their nature

Prohibition of ICOs
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Last, China and South Korea are, so far, skeptical about the whole process 
of ICOs and have chosen to ban them. Both countries issued a ban on ICOs 
in  September 2017 and the ban remains active to date (summer of 2019), even 
though there are currently discussions of possibly lifting the ban in South Korea.
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