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Chapter 5
1. Using a graphics program, design several security awareness posters on the following themes: updating antivirus signatures, protecting sensitive information, watching out for e-mail viruses, prohibiting the personal use of company equipment, avoiding social engineering, and protecting software copyrights. What other themes can you come up with? 
Security Awareness Posters
Protecting sensitive information[image: ]
Changing and protecting passwords [image: ]
 Watching out for e-mail viruses [image: ]
Keep your anti virus update[image: ]

  
  Prohibiting the personal use of company equipment[image: ]



 Hoaxes security [image: ]
Phishing [image: ]
Desktop security [image: ]
Wireless networks security [image: ]
Workspace security [image: ]
[image: ]
Data classification [image: ]
Security Policy[image: ]
Copy right [image: ]
Avoiding social engineering [image: ]
Changing and protecting passwords[image: ]



[image: rakes slow your car down, but they also make it possible for you to go a lot faster. ]




2. Search the Web for security education and training programs in your area. Keep a list and see which category has the most examples. See if you can determine the costs associated with each example. Which do you think would be more cost-effective in terms of both time and money? 
Below the list that security and training program:

EDUCATION
· Computer support technician 
	Program cost $ 1139
	Length: 12 months
· Online Computer Programming Languages Certificate
	Program cost $459
	Length: 3 months
· Online Business Management Essentials Certificate 
			Program cost $877
Length: 4 months
· Undergraduate Certificate in Business Management Courses
Program cost $2524 
Length: 12 months
TRAINING:
· Developing a Security Training Program
Program cost: unknown
Length: 2 hours
· Counterintelligence
Program cost: unknown
Length: 60 minutes
· Cyber Awareness Challenge Counterintelligence 
Program cost: unknown
Length: 1 hour 15 minutes
· Facility Clearances in the NISP 
Program cost: unknown
Length: 2.0 hours


Cost-Effectiveness Ratio =Total Cost / Units of Effectiveness
To calculate Undergraduate Certificate in Business Management Courses
CE = $2524/12=210 
Calculate CE for Online Computer Programming Languages Certificate
CE = $459/3=153
Cost - effectiveness analysis seeks to identify and place dollars on the costs of a program. It then relates these costs to specific measures of program effectiveness. Analysts can obtain a program’s cost - effectiveness ratio by dividing costs by what we term units of effectiveness. Although should have received any formal training in basic computer operations. 
Like cost - effectiveness analysis, cost - benefit t analysis also identify and places dollar values on the costs of programs, but it goes further, weighing those costs against the dollar value of program benefits. Typically, analysts subtract costs from benefits to obtain the net benefits of the policy.



3. Search the Web for examples of issue specific security policies. What types of policies can you find? Draft a simple issue-specific policy using the format provided in the text that outlines “Fair and Responsible Use of College Computers” and is based on the rules and regulations provided by your institution. Does your school have a similar policy? Does it contain all the elements listed in the text? 
Policy Statement
This policy defines the guidelines for the security and confidentiality of data maintained by Wentworth Institute of Technology (my previous school), both in paper and electronic form. This policy also informs each person who is entrusted to access student, employee and/or institutional data of their responsibilities with regard to confidentiality and safeguarding Wentworth data.
User Responsibility
The following principles serve to guide the responsible use of information and learning technology for all Wentworth users:
General Computer Usage
· As a registered student, you are responsible for the protection of all information and data that you have access to. Whether directly or indirectly. It is also the responsibility of the student to recognize what, if any, of that data or information is sensitive and take the necessary measures to keep it that way.
· To help in the protection of all data, sensitive or otherwise choose a user name and password that is easy to remember, but hard for others to guess. 
· Never under any circumstance share or disclose your username and/or password. 
· At no time is gaming permitted on campus computers. No exceptions.
· Respect all legal protections such as copyright and licenses. Never copy software or use shareware without written permission from the author or an IT administrator.
· Log of all workstations or computers when you have completed your task.
· In the classroom environment, properly shut down all computers at the end of the period prior to leaving.
· Only registered students and faculty are permitted to use campus machines.
· Inform an IT administrator if you observe or learn of any suspicious activity.
Internet Use
· Access to the Internet is only permitted through the campus firewall, router and content scanning software. Access through any other means is not permitted.
· Only authorized personnel is permitted to install modems, software, or any other types of hardware.
· Internet users should never visit web sites that are offensive to others, contain sexual content, or are in violation of the law. Remember that you are responsible for anything that you do on the system. The school reserves the right to keep and maintain logs on all Internet usage, as well as, block any web sites that are deemed offensive or in violation of the law.
· If you have any doubt about Internet use or content, consult an IT administrator before proceeding. 

Email Privacy
· The confidentiality of electronic mail cannot be assured. 
· Users should exercise extreme caution in using email to communicate confidential or sensitive matters. Users do not have privacy right in materials created, sent, received, or maintained on these systems.
· Wentworth reserves the right to access and to review information transmitted or stored on its equipment with or without notice. 
· Passwords are only intended to diminish unauthorized access to email. They do not grant implicit privacy rights.
·  Wentworth will not use this policy to infringe upon the confidentiality and candor of the teaching/learning relationship when the campus network is used for the transmission of course-related materials for instructional purposes. 
· Email is legally the property and responsibility of Wentworth and Wentworth maintains the right to ensure that all users comply with policy and the law. 
· Accessing or attempting to access an email or computer accounts other than you’re own, or attempting to breach computer or network security a measure is forbidden. 
· Chain letters such as “virus warnings” are not to originate from campus computers. Global messages should only be directed to those concerned and should clearly identify the sender by department or organization.  
· Anyone sending inappropriate global or widely broadcast mailings will receive a warning from an administrator of the system, an explanation of the problem and policy, and a notification that further abuse will result in curtailed emailing privileges. 
· "Curtailed privileges” means removal from the campus system for a period of one week. Any abuse of the system beyond that could be grounds for further steps. 
· In respect to mailing lists it is your responsibility to determine the purpose of the list before subscribing. 
· If you send materials to a mailing list, which are not consistent with the purpose of the mailing list, you will be viewed as having sent unsolicited materials. 
· Broadcasting unsolicited messages or sending unwanted mail is expressly prohibited. This also applies to material originating from this campus but sent to other sites or persons on the Internet. 

 Compliance with Policies & Law:
· All use of information resources must be in compliance with campus policies as stated in faculty, staff, and student handbooks, with published guidelines on student and professional conduct and with applicable local/state/federal laws. Student conduct guidelines are published in the "Wentworth Student Handbook," available from the Dean of Students Office and online at 
http://www.wit.edu/campus-life/student-affairs/PDF/2011-2012%20Student%20Handbook.pdf.




4. Use your library or the Web to find a reported natural disaster that occurred at least 180 day ago. From the news accounts, determine if local or national officials had prepared disaster plans and if these plans were used. See if you can determine how the plans helped the officials improve the response to the disaster. How do the plans help the recovery? 
Report natural disaster response to Hurricane Katrina: The city of New Orleans has long been considered “a disaster waiting to happen.” Predicting public response to the threat and advisories. The respond from local official to national had FAILED RESPONSE. Due to the slow response to the hurricane, New Orleans's top emergency management official called the effort a "national disgrace" and questioned when reinforcements would actually reach the increasingly desperate city. Governor Blanco was slow to respond, she passed the responsibility of evacuating the city to Mayor Nagin, and was unable to convey specific requests for federal assistance for several days after the flood. Despite a call from the National Hurricane Center to warn mayor Nagin of the imminent danger and severity of the approaching storm that was headed for New Orleans, the mayor opted to wait an additional twenty-four hours before ordering an evacuation.  The local or official may want to reassess how well your institution is prepared for reasonably foreseeable threats. 
Long-term recovery involves more than debris removal and restoring power, which are considered short-term recovery actions. According to FEMA, long-term recovery refers to the "need to re-establish a healthy, functioning community that will sustain itself over time." In its Long-Term Community Recovery Planning Process: A Self-Help Guide, FEMA outlines a recovery approach that emphasizes a community-driven process with significant public involvement and local control.1 The process also emphasizes a "project-oriented" focus on actions that will have the greatest impact on community recovery. The plan should help recover following a FEMA Guideline	
Building A Long-Term Community Recovery Program 
· Step 1: Assessing The Need
· Step 2: Selecting An Overall Leader And Outlining A Ltcr Program
· Step 3: Securing Outside Support
· Step 4: Establishing A Public Information Campaign 
· Step 5: Reaching A Consensus
· Step 6: Identifying The Ltcr Issues	  
· Step 7: Articulating A Vision And Setting Goals 
· Step 8: Identifying, Evaluating And Prioritizing The Ltcr Projects
· Step 9: Developing A Recovery Plan 
· Step 10: Choosing Project Champions 
· Step 11: Preparing A Ltcr Funding Strategy 
· Step 12: Implementing The Plan 
· Step 13: Updating The Plan



	
5. Classify each of the following occurrences as an incident or disaster. If an occurrence is a disaster, determine whether or not business continuity plans would be called into play. For each of the scenarios (a–e), describe the steps necessary to restore operations. Indicate whether or not law enforcement would be involved.
a. A hacker gets into the network and deletes files from a server. 
· Incident
· Law Enforcement should be involved
· IR plan should be called into play to restore files from backup
 b. A fire breaks out in the storeroom and sets off sprinklers on that floor. Some computers are damaged, but the fire is contained.  
· Incident
· Law Enforcement may be called to investigate possible arson
b. A tornado hits a local power company, and the company will be without power for three to five days. 
· Disaster
· Law enforcement should not be involved
· A Business Continuity plan should and must be used here in order to restore operations. 
· The business could establish a hot site in a remote location
c. Employees go on strike, and the company could be without critical workers for weeks.
· Incident
· Law Enforcement may or may not be needed depending on the actions of the Employee’s during the strike

d. A disgruntled employee takes a critical server home, sneaking it out after hours.
· Disaster
· Involve Law Enforcement to get back the company’s assets and to investigate if the employee took the server home to attempt to disrupt the organization in a malicious way.
· Business Continuity plan should be called into play to reroute network traffic and a backup server would be needed includes planning the steps necessary to ensure the continuation of the organization when the scope or scale of operations a disaster exceeds the ability of the DR plan to restore. 
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